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Overview

Thelnformation Technology (IT) classification and compensation structure was created in
response to the stat@need to have dlexible and adaptable structur® keep pace with
the rate ofchange in theéechnologyindustry.

Ultimately, this newstructurewill foster recruitment retention andworkforce
managemenftlexibility - all necessary tocompete in the expanding technology marketplace
The Puget Sound is one of the top four technical hubs in the nation with talent feeder
schools like the University of Washington and global tech companigs asAmazon and
Microsoft who attract top talenfrom around the world. Competing for talent is an ongoing
challengefor state organizations.

Human Resourcand ITmanagers are challenged by the pace and magnitudé& of
workforcechange. Managers areonfronted daily with questions about how to mage
employees to supporthe rapid rate ofchange in technology, organization structures and
business strategy.

Employees themselves are changijtigeir values and expectations, their demographic
diversity, their educationtheir work environment needsral their willingness to accept
change.

Thelnformation Technology (I'PositionEvaluation process sets the framework for the
state toenhancets competitivenessin managingan evolving the IT workforcévaluators
are the cornerstone in théoundation. Thisrole requiresthe ability to apply human
resource best practices drunderstand the technology workforce to ensure ethical,
consistent and credible evaluations.



The Evaluators Challenge

The work of job evaluators is very importantassure fairness when determining whether

positions should be included in the Pfofessional Structurandto properly evaluating
L2aAdGA2yad 9@FtdzZa 62NEQ 62N)] y20 2yfte& OF NNAS3
job values, it is also complexovk. The definitions and examples provided in this handbook

will help evaluators achieve accuracy and consistency.

Accurate and consistent job evaluation is dependent on current, accurate and complete
job information. It is impossible to measure somethitigt is not well defined. Evaluators
must obtain relevant and accurate job content information from position descriptiBixs)
and supporting documentatioa.g. organization chart$p assess and measure these very
important compensation decisions.

The clallenge for the evaluatais to extract fronthe PDsand supportivedocumentation
exactly what a position requires of an incumbentings to look for:
1 What does it take to do this job?
T 2KFEG Aa GKS ao02L)S 2F (KS LI akaidinameial A Y LI C
viability?
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requirements?
1 What specialized skills must the incumbent possess?

All statements ifPDsmust be scrutinized for logic, accuracy and reasonableiri3sare

often written to present the work performed in the best possible light. There is a tendency

to misuse words such as manages, develops, oversees, etc. as wafigtechnical jargon

and acronymshat arenot easily understood or well defined. Thus, exdors become
investigators striving for substantiation and logic regarding the actual content of jobs. They
are always searching for information that will assure fairness in alignment of positions on an
enterprisewide basis.



© Getting Started

Use the guidelines below in the order listed to determine whether a position meets the
inclusion criteria and to decide if the position is an IT worker, or to exclude the position.
Once the position is identified as a professional IT wookesupervisorfollow the
instructions to evaluate and rate the level of professional IT work performed using the IT
PositionEvaluation Tool.

If the position igdentified as ananageruse the IT Manager and IT Senior Manager

inclusion criteria andlescriptionsn this handbook to determine the appropriate level.

O9YGUSNI 22dzNJ aSt SO0GA2YyY | YR inkdhethd2Ehiswilk 2y Q& | LILIN
complete theevaluationprocess fol T Manager or Senidl Managerpositions

Prior to starting your evaluation, you will want to ensure you have all the documentation
and resources necessary to complete your evaluation. The following recommetegesi
clarify specific roles and team interactions aack a best practicéor doing anevaluation:

1. Read all the resource documents to familiarize yourself with the content before
using thelTPosition Evaluation Tool.

2. If reviewing a team, start with the supervisor/manager PD and then work from the
highestlevel classification down.

3. Ifreviewing/evaluating an individual position, you will still need to review the
adzLISNIA&a2NDa t5 FyR 20KSNIfA1S LRaAAGAZ2Y A
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within the unit and the organization. Thprovides understanding of duties, job
family, level of authority, reporting relationships and internal/external interactions.

5. Research unknown terminolodgy have a basic understanding of what ibisfore
moving forward with review process.

6. Reread theposition descriptions and compare like duties, position objectives,
decision making and qualifications.

Note: Refer tothe resource documents provided if uncertain of the meaning of a term
or in order to put in context.


http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi9_73W5LvUAhUW22MKHdABBqwQjRwIBw&url=http://www.clker.com/clipart-10550.html&psig=AFQjCNERORgu-SLgQk855HmsgwfF0aUrKQ&ust=1497476443322389

Ask the following a@re questionsas you are evaluating positions for inclusion into the IT
Professional Structure:

1 Is there alignment betweethe sections in the PBAssignedNork Activities,
Level of Supervision, Decision Making and Problem Solving?

1 Deoesthe PD section oQualificatiors and Competencies support and align with
Assigned Work Activitiesectior?

As an evaluator, you must first understand:

V Why doeghe position exist?

V What is theposition@ primary ITjob family? zZ
V What are the services this position provides

V How does it support the organization?

You need to determine whether the position should be included or excluded. In order to do
this, you will want to review the inclusion/exclusion criteria and decision ltveated within
this handbooland then ask yoself the following questions:

V Is position an IT Worker or IT User?
V Is position Professional or Paraprofessional?
V Is position Staff, Supervisor or Manager?

These questions are important to ask and answer, as they will be the basis of whether the
position should be included in the IT structure or not.

In other words, what is thaeasonf or t he p o s i Evaloators swustecansidet e nc e ?
tKS LINAYF NE LlzN1J2aS 2F GKS LIRaAGA2y 2N Y|yl 3!
when determining allocation.

Further, what essential knowledge is requireddthough there may be several different
types of work required of the position, most positis will have amssential knowledge
requirement This is the most important component required to do the work.
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Determining Inclusion and Exclusion

The first step following the review and understanding of the work as desciitibe PD
and supporting documentation is determining whether the position requires professional

level IT work.

2 KIFG Aa (GKS F20dz
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placement in the structure, the work of the position must firstehéhe inclusion criteria.

1. Review inclusion/exclusion and papeofessional model criterian this handbook
2. Refer to the inclusion/exclusion criteria in order to determine what criteria they

meet for inclusion.

3. Onceyoudetermineinclusion/exclusion, gto the IT PositionEvaluationTooland
complete thedinclusion/ExclusiahSection.

4. If determination is to exclude, providebriefNJ G A2y | £ S Ay

field within the tool.

Inclusion/Exclusion Chart
Include

iKS

Exclude

IT Workers
Require knowledge of IT systems, concepts
and methods as the paramount requiremer
of the position and are directly involved in
developing, implementing, or maintaining I
systems and services.

IT Usersaand Super Users

It is common for employees to use
computers in performing assigned dutie
and responsibilities. Activities vary and
may range from IT User to IT Super Us¢

Professional

Positions included in this category perform
professional level work concerned with the
creative, technical, and conceptual design;
calculate application of theoretical and
practical aspects of such fields included
within the job families. Decisiemaking §
related to the subject matter.

IT ParaProfessional

An IT worker who performsome of the
duties of an IT professional or technicia
in a supportive role, which usually requi
less formal training, education and/or
relevant experience normally requuleor
professional or technical statugypically
performs operational tasks according to
prescribed procedures and under the
general supervision of an IT professiong

Supervisors

Position that does professional/technical IT
work as described above and functions as
supervisorfor oneor morepermanent,

fulltime or equivalent,| T staff.

Managers
Positions whose primary function is to a
as a manager with limited

professional/technical duties.

LJ2 a A
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Identifying Professional IT Work

The ongoing challenge will be identifying what is IT profession
work. The majority of work performed by state government
requires the use of technology. Evaluators must be able to
identify when the work of the positioduseg technology versus
responsiblity for developingor maintaining the technology so
that others can perform their work.

Use thefollowing informationto distinguishbetween an ITUserand ITWorker.

IT User
It is common for employees to use computers in performing assigned duties and
responsibilities. Activities vary and may range from IT User to IT Super User. For example:

1 IT User Daily use of word processing programs and using the Internet for job
related information; to

9 IT Super UserExtensive use of IT tools in the developmenh spreadsheets (Excel,
Access, SAS, etc.), databases and graptansive publications.

For the IT Userthe work of some positions may include work requiring information
technology knowledge and skills, and the work may involve applying related éaigevl
and skillsIn most situations|Tsystems are used ag@ol that enhances the
accomplishment of the assignment where the assignment itself is the work product or
service.

These positions may requitechnical knowledgeand skill in the use of Hoftware and
hardware systemsTtey may possess detailed knowledge, skills and abilities in the use of
computing hardware and/or software to perform business specific activibiesvever, the
position isnot directly involved in developingnplementing,configuring, delivering, or
supporting IT systems and services, whichrsgairementof positions within the
professional IT structure.

For the IT Super Usgfsuper/power usersihe work is highly dependent upon, or facilitated
by, the use of computerand computer software programs but the focus of the warkat
primarily engaged in computer systems analysis and programming or other similarly skilled
computerrelated occupations.

The work involves using computers for various processes that mayattie
development or analysis of extensive spreadsheets, the creation of graphic intensive

8
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publications, or other instances where Information Technology is used as a tool that
enhances the accomplishment of the assignmanservice

This includesin employee with advanced knowledge and skill in the use of IT systems and
relied upon by coworkers fdimited technical advice and assistance in the application of IT
systems to the assignment ardais the work of the position that is evaluatedot the
AyOdzyoSyiQa G.SOKYyAOFft FLIIAGIZRS

A position incumbent may be a sophisticated or advancedsé&rF, howevethe position
mustbe classified to the appropriate class series associated with the primary purpose of
the position rather than to the IT Profeses@l/Technicalstructure.

In some cases, the additional knowledge of IT may be identified as a required qualification,
but this requirement does not justify assignment of the position to the IT
Professiondllechnicalstructure.

IT ParaProfessional
IT Rwra-Professionals support the work of IT professionals. Their positemsre less
formal training, education and/or relevant experience required of professional positions.

IT ParaProfessionals support IT services across several job families such as Customer
Support, Network and Telecommunications, Systems Administration or Quality Assurance.
They apply practical knowledge of IT systems and operations gained throughdrands
learning and experience in addition to varying levels of IT related coursework or study.

The IT Support Technician class series was created for FPRdeasional workPositions
are not evaluated for inclusion; agencies/institutions allocate pos#itnthis class series.

The classes are:

IT Support Technician-2Positions at thisevel of the serieperform entrylevel
paraprofessional IT support work. They serve as the first point of contact for
customers and have primary responsibility for pebrg nontechnical IT support
and/or limited first level technical IT support to end users for the resolution of basic
IT-related issuesHigherlevelIT technical staffeview work performedor
completeness and accuracy.

They use their basienderstanding of IT operational processes and folescribed
procedures to complete assigned tasks. They follow specific, detailed desk manual



instructions or follow other documented work procedures for all aspects of their
work.

IT Support TechniciaB ¢ Positions at this levedf the seriesperform experienced
paraprofessional IT support work. They often serve as the second point of contact
for customers. They independently complete a variety of routine technical IT
paraprofessional assignments.

They have primary responsibility for providing support to individuals and small work
groups. Their work usually affects individuals but may routinely affect other
individuals in the organizational unit for upitide problems or issues. Issues

affecting largerbusiness units or organizatiemide are referred to a highdevel
technician for resolution.

Systemwide or critical problems are referred to higher level IT technical staff for
resolution. They may assist higher level IT technical staff with projotsnon
technical work performed is done to support the completion of their technical IT
work assignments.

Excluded Positions

For positions that do not meet the criteria for inclusion, the agency/institution Human
Resource (HR) Office will conduct apion review to allocate the positiong.he HR

Office will work with managers to identify the appropriate occupational group, job class
and level that aligns with the work described in the position description.

IT Professional

Professional IT wonkequires advanced knowledge and experience of IT systems, concepts
and methods as the paramount requirement of the position. Work is directlyvedah
developing, implementingnd maintaining IT systems and services. The work requires the
consistent execise of discretion and judgment in the field of expertise. A professional
employee generally uses the advanced knowledge to analyze, interpret or make deductions
from varying facts or circumstances.

Incumbents in professional positions must have dematsti advancedexperience,
knowledge, skills and abilities performing the work at a professional level. Experience is
gained through actual practice over time.

IT Supervisors
Positions in this category perform professional IT work and tla@dditional
responsibility of supervising two or mopermanent, fulltimeor equivalent,| T staff.

10



In order to be included as a supervisor, the position must perform the full scope of
supervisory functions:
1 Selecting staffor hire
Training and development
Planningand assigning work
Evaluating performance
Resolving grievances
1 Taking corrective action

= =4 4 A

IT Supervisorsglirect daily operations. This includes prioritizing, scheduling and reviewing
work to ensure that employees complete work assignments and projects detueand on

time. These positions are ta$@icused and provide direct technical guidance, direction and
advice to lower level IT staff to resolve complex IT issues within an IT work unit or function.

IT Supervisory positions are evaluated and ratesthgthe ITPosition Evaluatioifoolbased
on the level of professional IT work performed and will be given an additional pay
differential for added supervisory responsibility.

11



MANAGERS

Compared to lowetevel supervisory positions, managemer

positionshave the added responsibility of applying : ;‘ Q', ‘
management principles to the delivery of services or
functions. Management positions place greater emphasis ¢ | ‘ ! ‘

determining longetterm technical work or services, includin ) l’ \
|

the development of goals and objectivesdaneeded et
resources.

IT manager positions must have technical subject matter expertise in one or more job
families in order to be included in this category. Exclude manager positions not requiring
professional technical competence in an IT job family.

IT Manager

IT Managers are responsible for designated IT activities within an assigned area involving
one or more specialized IT job famili®asitions at this level serve as professional IT
managers performing a combination of staff supervision and mamageé functions. They
have the delegated authority to:

Develop goals and objectives

Develop timetables and work plans to aclegargeted goals and objectives
Control allocation of resources

Set and adjust priorities

Evaluate unit effectiveness

Supervise ssigned staff

= =4 =4 4 -4 -

Positions manage operations of assigned IT systems, services or functions. This requires the
ability to apply technical detail and use of IT profession based knowledge and skills. They
plan, coordinate and manage work efforts. They haveat#hority to prioritize and manage
operations and all technical IT issues under their scope of responsibility.

IT Managers focus on tactical issues with an appropriate consideration of the strategic
implications of decisions. They manage daily operatiand workflow through supervisors

or leads and their work supports and guides the technical work performed by IT staff. They
consult withlower levellT staff and make decisions concerning unresolved technical IT
issues or problemaffecting unitlevel ogerations.

12



Senior IT Manager

Senior ITManagers direct a broad scope of IT functions, specialty areas, services or activities
within an organization. Their duties include managing IT services across multiple IT
functions and/or job families or across an entire IT Services organiz&tcfude anior

level administrative managers who manage only {t@chnical functionsuch as human
resources, budget or procurement, nontechnical sponsors of IT Project tedaths) an IT
services department

Senior IT Managers focus on long term and strategicrphe with an appropriate level of
tactical involvementegardingdaily operations across the IT Services organizalibe.
work of the Senior IT Manages broadbased

T

Managng IT services through managers and supervisors and prmieichnical and
admnistrative oversight of multiple IT services and/or several IT functional teams.
Developing the vision and designing, deploying and enhancing IT services support
for the organization.

Approvinglarge, complex organizatiewide IT projects involving muyttie job

families or IT specialty areas.

Makingstrategic decisions including implementing initiatives across multiple
divisions or across thaerganization

Providingthe highest level of technical IT expertise to manage a broad scope of IT
functions, services or activities.

Gonducting capacity planning and making technical recommendations to executive
management to address changes in technology or IT services foraganization.
Working primarily with senior managers or administrators including internal
executive management.

Providingtechnical expertise, advice and counsel to executive management
regarding IT technology matters.

Serving as theorganizationrepresentatives for multiorganizationor statewide
technology projects.

Senior IT Managers also have designated authority for

il
T
1

Panningandsetting IT organization direction and resource management.
Serving as a technical executive sponsors for medium tgealT projects.
Designated authority to speak on behalf of and make binding decisions for the
organization.

Managng and monitoing IT Services budgets.

13



ITJob Famy

A job family is defined asfanctional discipline involving similar types of woekjuiring
similar training, skillsknowledge and expertisdwelve jobfamiliesare defined in the IT Job
5S & ONJR LJG z2hsitRaver wask@dérfaréhalby the states IT workforce. They are:

Network andTelecommunications
ITProject Management

IT Security

System Administration

Vendor Management
QualityAssurance

Application Development
IT Architecture

IT Business Analysis
Customer Support

Data Management

IT Policy and Planning

= =4 =4 4 A -
=4 =4 =4 4 -4

! LJ2 & A anagerigrénairedrto identify theprimary and secondary job families on the IT
PDs All positionshave a core work focus aradcentral knowledge requiremeniat

comprise thereason for its existencéf there are more than two job families in the work of
the posiion, those additional job familiesould be reflected in the actual work activities
section of the position description

Primary Job FamiliReview & Recommendation

Once the position idesignated a professional level IT worker, review
the primary job familyndicated on thePDto ensure the position is
placed in the appropriate job family.

Although thePDmay have a primary job family as well as a secondan
job familylisted, it is your job as th&valuator to review the positioR a
specific information and provide a recommendation of the primary jol
family. In order to do this, you will need to:

® |

1. ReviewAssignedWork Activitiesand Knowledge, Skills and Abilities to determine
recommended job family

2. When identifyingob family, check thdT Job Family Descriptsgction of the
handbook then cross check with job famiigted onthe PD If it meets the
definition in more than one job family, thEvaluatorshould determinevhat the
core work focus andentral knowledge requiremens that comprise theositi2z y Q &
reason for its existence.

3. Ifthe recommended job family is different, entgour rationale in the comment
section.

14
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Information Technology (I TPositionEvaluation Tool

The IT Professional/Technical structure uaésctor comparison métodology to evaluate
positions.The factor comparison method is a quantitative job evaluation method in which a
series of rankings on separate compensable fadttestify which jobs contain more of a
factor than the otherevaluated jobsThe position evaluation score is the combined
numerical valueslerived from the factor rankings

The advantages of this method are that it is relatively reliable, the compensable factors
tailored to the unique characteristics of government jobs and values, and it allows for the
integration of market data into the system.

Tool Factors and Weighting

ThelTPositionEvaluation ®ol rates compensable job factors that are most important for
RAFTFSNBYGAFGAY3 tS@Sta 2F Uid&trybdstpip&icesaand y T2 NI
exiding state compensation factors inforthe tool rating factors.

The factors in théT PositionEvaluaton Tool are:

1. Technical KnoviHow

2. Scope of Responsibilities

3. Impact multidimensional factor dependent on stdxtors):
A Organizational Size
A Scope
A Accountability

4. Problem Solving

16



RATING THE POSITION

The IT Position Evaluation Tool evaluates and rates the level of professional IT work
performed for staff or supervisory positions identifiedaasl T worker.

As you are rating the position and filling out tiiePositionEvaluationTool, record any
disceepancieswithin the PDthat affectsthe final evaluation score within the appropriate
comments sectiomf the tool

C2NJ SEFYLX ST gAGKAY (KS TFIANgtie PDiayiideptifithed SOG A 2 y
positionas a subject matter expert but the disionmaking and required qualifications may
not rise to the expert level requirements.

17



1. Technical KnowHow: What level of Technical Knowdow is required to

perform this job?

The areas on th®Dyou wouldreviewto determine the technical knoskow are:
1 Position Objective
1 Assigned Work Activities, and
1 Qualifications (KSAs)

RSTSN) 12 a5SY2yaidNIiSR tNRFAOASyOe
the Glossary of Classification Terminology toagtitional glidance for your
determination.

Identify level of technicdtnowledge required by reviewing:
1 Required Qualifications
1 Level of Supervision
1 Assigned Work Activities

Gonsider how those sections are impacted by
1 Problem Solving
1 Decision Making
1 Potential Impact of Results

Sectiongn the PDthat should contain the necessary informatiare:

Position Objective
Describe the main purpose of the position and the type and nature of the work performed.

Assigned Work Activities (Duties and Tasks)

Describe the duties and tasks, and underline the essential functions. Task statements should describe the action
performed; to whom or what; using what tools, equipment, methods, and/or processes; and the final product or
outcome.

For more guidance, see Essential Functions Guide and Examples of Work Statements

List the assigned work in order of importance including the final product or outcome for each, with essential
functions underlined.

Qualification — Knowledge, Skills and Abilities

Required Education, Experience or Certifications Application (why each qualification exists)
Desirable/Preferred Education, Experience or Application (why each qualification exists)
Certifications

18



Technical KnowHow Notes

1 Baseline understanding of principles and theory within area(s) of responsib{ligined
through multiple years of progressive experience, training or formal education in ar¢
assignment) and is developing depth of knowledge and practical application.

Notes:Incumbent expected to know what they should do but learning the prdctica
application. Typically requires a bachelor's degree or equivalent and #8ye@rs of
progressive professional experience.

2 Fully competent, professional working knowledge of the principles, concepts and
methodologyat a proficient level in area(s) of assignment which has been gained by
experience or relevant advanced education (graduate degree or certifications abovi
what is necessary for Kneldow level 1).

Notes:Uses best practicefully functional in albut the most complex areas. Typically
requires a bachelor's degree or equivalent and at least 4 years of professional
experience. Advanced education may substitute for years of experience.
Competent to work on the majority of assignments independently withexception of
the most complex.

Work is primarily focused on the modification, development or maintenance of exist
technology.

3 Advanced knowledge of a wide range of principles, concepts and praciicéise
assigned area)swhich would be gaid through extensive experiencand skill in
applying this knowledge to complex work assignments.

Requires competence to independently work on all levels of assignment (including |
complex) and provide guidance to lower level staff on complex issues.

New technology (as applicable): Integration of new technology, setting up/transition
to new systems and/or dealing with the complex issues related to new technology.

Notes:Leader in the knowledge bagechnical resource for information because they
are well versed in all areas of "doing" yeit designing/creating. Typically requires a
o OKStf 2NRA& RSANBS 2NJ SljdzA @ fSyid FyR |
professionally) professional [Experience. Advanced education may substitute for 3
years of service.

Independently works on all levels of assignment (including most complex) and prov
guidance to lower level staff on complex issues.

Integrates new technology and/or deals witie complex problems related to
integrating existing systems with new technology.

4 Mastery of a professional fieldConsistently applies strategic expertise with
comprehensive knowledge and understanding of assigned area(s). Understands fu
business processes (including anticipation of future needs), strategic direction, imp
on internal/external stakeholders andternal organizations.

Notes:¢ @ LJA OF f f &8 NBIdZANBA I o6l OKSf 2NDa RS
professional IT Experience. Advanced education may substitute for 3 years of servi

Often difficult to find candidates for positions becawsehe level of skill required and
the availability of qualified candidates.
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2. ScopeThis assesses Level of Responsibilities (how much and how?wide

You will need todentify the scope of responsibility by reviewing the duties and decision
making.ldentify the various job families (if more than one), do they supervise or lead, and
to what level is this position involved in each of the activities.

Review the Organizational Structure and Position Objective; also consider how Assigned
Work Activitiesand Level of Supervision impathose sections.

The areas on theDyou wouldreviewto determine the level of Responsibiligye:
1 Position Objective
1 Assigned Worlctivities, and
1 Qualifications (for diversity of the experience required).

Sections irthe PDthat should contain the necessary informatiare:

Position Objective
Describe the main purpose of the position and the type and nature of the work performed.

Assigned Work Activities (Duties and Tasks)

Describe the duties and tasks, and underline the essential functions. Task statements should describe the action
performed; to whom or what; using what tools, equipment, methods, and/or processes; and the final product or
outcome.

For more guidance, see Essential Functions Guide and Examples of Work Statements

List the assigned work in order of importance including the final product or outcome for each, with essential
functions underlined.

Qualification — Knowledge, Skills and Abilities

Required Education, Experience or Certifications Application (why each qualification exists)
Desirable/Preferred Education, Experience or Application (why each qualification exists)
Certifications
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Scope Notes:

This component has two major factors that must be reviewed and considered together.

The first factor involves the level of technical work performed involving the number of IT job
families involved. This includes the scope of work performed within the IT specialty area to
complete the assignment.

The second factor involves determiningetimpact to the organization. This involves the
level of work involved with staff within the organization and the overall impact of the work
to the organization.

When reviewing this section, you will need to consider both of these factors together and
decide as a whole, what the overall scope of responsibility is for the position.

1 Singular This is where a position is assigned work primarily in one specialty area, a s
area specialist.

Notes:Within a specific discipline or job family, ugedgment to resolve individual issue
or problems, makes recommendations to deviate from standard practices when
necessarylndependently uses a wide variety of rules, processes, materials and equif
to complete work assignments requiring specializedviedge or skills.

Singular
 Technical Work

0 Job Familg One Job FamilyBpecialty Arep
0 Scope; Individual Issues
9 Organization Impact
0 Staff- Primarily Internal End Users
0 Level- Individuals, or work groups or units

ExamplesProvides technicalupport to defined end user groups. Performs issue
resolution for help requests from end users, including installing and upgrading softwe
installing hardware, configuring systems and applications. Specializes in a particular
software or business applittan within an enduser environment.

2 Multiple Components: This is where a position is assigned work that invotvess
divisional regional or agency integration.

Notes:Usually requires working with multiple clients, staff or other stakeholtters
complete the assignment, but may not require a complete understanding of business
processes, strategic direction, impact on internal/external stakeholders and the
organization(s) involved.

Multiple
9 Technical Work

0 Job Familg, One Job Family (mapply others)
0 Scope; One or more systems
I Organization Impact
0 Staff- More than one stakeholder group, mainly internal, limited external
0 Level- Across regions or divisions up to full agency integration
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ExamplesWorking onorganizationrspecificapplications or online systems or working in
multiple platforms, operating systems, sets up and transitions new systems, or deals
issues related to implementing new technology. Works with multiple user groups to s
business problems using availabéehnology including hardware, software, databases,
and peripherals. Serves as a technical IT specialist for application development, syst
administration or other technical and business staff for IT systems under developmel

Multifaceted:

1 Required to performorganizationwide work in several different job familiesr,

1 A position in dargeorganizationrequired to perform interdepartmental (across
regions, administrations) or muitirganizatiorwork in several different related
AND/OR urelated job families.

Notes:Requires highly specialized technical skills and expert knowledge over a wide
of job specialty areas and work practices to complete broad, fadgéted assignments.

Multifaceted
I Technical Work
0 Job Familg Multiple Job Families
0 Scope&; Multiple Systems
9 Organization Impact
o Staff- Multiple Stakeholder groups or larger, internal and external
Level- Organizaibn-wide up to MultitOrganization

ExamplesCoordinates technical IT development team activities to develop, implemer
test and maintain a largerganizationlevel system or several smaller systems combine
within a single project. Integrates data from multiple systems such as payroll, person
and training data. Works with IT application development and testing, network servict
web services and production teams to develop, publish and implement a-multi
organizationonline licensing registration system.
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3. Impact: Organizational SizeScope & Accountability

The areas on th®Dyou wouldreviewto determine scope and accountabiligye:

1 Organizationa8ructure
1 Position Objective
1 Potential Impact of Results

ThismuliRA YSy aA 2y f NI GAYy3 &S00A 2 Govérimer@fBOS) 6 A ( K

Impact Scope What area does this position's work directly impact?

Identify the impact to the organization by reviewing potential impact of results, financial
dimensions and matching these to the stated duties and organizational gdsdésconsider
how those sections are impacted by Organizational Structure, Position Objective, and
Problem Solving.

Organizational size is a factor used to evaluate the scope of impaetool auto fills the
appropriate rating based on the identifieangploying organization and used for weighting
calculations as explained in the tool factors and weighting section. This rating is based on
the number of permanent and nepermanent employees in the selectedganization

The weightingappliesonlytotheF 2t t 2 6 Ay 3 WLYLI OGQ aSt SOlAz2yY

oOrganizatioawide (impacts an entire agency/highed institution) or multiple
agencies/higheedinstitutionsb €

No other selection is weighted by the organization size. The weighting recognizes the
additional responsibifi @ 2 F K| @A yéaA RIRONBA WLIH O ia 2 v

Sections irthe PDthat should contain the necessary informatiare:

Organizational Structure (Attach an organizational chart.)
Summarize the functions of the position’s division/unit and how this position fits into the organizational structure.

Position Objective
Describe the main purpose of the position and the type and nature of the work performed.

Potential Impact of Results

Describe the potential impact of error (What potentially could happen in the event that the individual were to fail to
perform their job correctly?).

List who (citizens, other department/unit personnel, statewide-personnel, etc.) would be impacted and the degree of
impact.

List what (dollars, larger systems, processes, other resources, etc.) would be impacted and the degree of impact.
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Impact Scopé\otes:

1 Single user impactat a time).

Notes: This include positionsworking at a service or help desk helpingésolve
one user's issue at a time.

Single or multiple department(s) (multiple users at once).

Notes: This isa positionwhose work impacts &ll department programs that
impactjust a single department or program; or a program or system that woulg
impact several departments withian organization

3 Organizationwide (impactsan entire agency/institution)or multiple
agencies/institutions.

Notes This includs positionswhosework impacts an entire agency or several
agenciesThis excludsthose positions that are limited to the individual sub
division/program or multiple sudivision/program but does not have agersyde
impacts.

4 Impact is via systems thatollectstate revenuee.g. tax collection systems, fishin
licenses, (excludes public health, safety or benefit delivery systems). Systems
state relies on to collect revenue or in Higher Education tuition collection syste

Notes:System or program beingorked on directly serves the public in terms of
payment collection/or other public facing systems (Excise tax, licensing fees).

5 Impact is via systems that distribute fundsg. eligibility benefits; child support
payments,or systems with direct impact to public health and safety. Systems
citizens rely on for cash benefits, health and/or safety needs.

Notes: Thisisa positionwhose greatest impact would impact public safety syste
(911 call center system), systems that impact the disbursement of funds (chilg
support payments); or would have a resulting impact to the healtthepublic.

24



Impact Accountability- What levelof accountability does the position have?

If the position is a supervisaefer to the supervisory responsiibies section of thePDand

G[ SPSta 2F {dzZLISNIBIAaAA2y ¢ RS Tenhdldeatiyhe Ay GKS
accountabilityand skilly reviewing working relationships for the level of supervision
required, the complexity of duties assigneaind supervisory responsibilities.

For nonsupervi®ry positionsareas on thd?Dyou wouldrevieware:
1 Decision Making
9 Financial Dimensions
1 Working Relationships
1 Continuity of Operations Plag€OOP)

Decision Making

What duties are performed that require the position to make choices, deferminations or judgments?

Which decisions are ,éem to the next level of supervisor/manager or technical authority for recommendation/decision?

Financial Dimensions (if applicable)
Describe the type and annual amount of all monies that the position directly controls, administers or manages (excluding
employee salary and benefits) for examble: delegated signature authority amount, invoice approval for contract
expenditures.

Working Relationships
Level of Supervision received (check one). For more guidbnce see Glossary of Classification Terms.

[ Direct/Close Supervision: Most work is reviewed in progress and upon completion.

[ General Supervision: Completed work is spot checked.

[ General Direction: Completed work is reviewed for effectiveness and expected results.

[ Administrative Direction: Completed work is reviewed for compliance with budget, policies, laws and program goals.

Add information that clarifies this position’s interactions with others to accomplish work.

Continuity of Operations Plans (COOP) Designation — For Disaster or Emergency Recovery
For more information see COOP and Critical Positions. For higher education, refer to your list of essential personnel.

Is this position designated critical based on agency COOP? Yes 1 No O
If yes, describe how this position supports the agency COOR Critical Functions.
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ImpactAccountabilityNotes

1 Minor - (Indirect impact) Work is reviewed to minimize impact.

Notes: This may be a position who impacts a single user's work or is responsiblg
quality of data input etc.

2 Contributory - Position is advisory or impact is shared with supervisor or part of
team.
Notes: This isany positionthat is part of a team where they work with a supervisof
or team on their processes.

3 Independent- Position has decisiemaking authority for area of responsibility
within established limits.
Notes: This wouldhot include positions that are limited in scope and complexity
where decisiormaking is prescribed and routine in nature.

4 Single Point of FailurePosition with singular responsibility or unique knowledge
and no redundancies (no other positions can perform the work).
Notes: This would usually include supervisors, managers, or experts who are th
only ones working on a given system; some consideration of this measure will h
to be given to the PDs of othergtiis an individual whose org chart shows that
others work in tleir unit.
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4. Problem Solving.evel of analysis or evaluation applied to resolve
problems

Identify theproblem solving done by the position by reviewing:

1 Assigned Work Activities

1 Decision Making

1 Problem Solving
Take into accounthow a problem isolved and the level of complexity of the problems
solved.Even when the problens sentto higherlevel technicians for resolutiorpnsider
how the work activities, supervision and application of knowledge, skills and alalites
used inproblem solvirg.

Sections irthe PDthat should contain the necessairyformationare:

Assigned Work Activities (Duties and Tasks)

Describe the duties and tasks, and underline the essential functions. Task statements should describe the action
performed; to whom or what using what tools, equipment, methods, and/or processes: and the final product or
outcome.

For more guidance, see Essential Functions Guide and Examples of Work Statements

List the assigned work in order of importance including the final product or outcome for each, with essential
functions underlined.

Problem Solving

What are the most complex and/or challenging issues addressed by this position? Give 3 to 4 examples and how each is
resolved.

Complex/Challenging Issue How Resolved Frequency

Decision Making

What duties are performed that require the position to make choices, deferminations or judgments?

Which decisions are sent to the next level of supervisor/manager or technical authority for recommendation/decision?

27



Problem SolvindNotes

1 Resolves problems requiring standard analyaisd the application of established or
routine solutions.

Notes:Position at this level are told where the answer is. A set process and/or proce(
outlineseach step to follow.

2 Resolves problems requiring analysis and the discernmefithe most suitable
solution(s)/processes(s) available. Selects from "inbitwe'/best practice
models/strategies to resolve problems.

Notes:Given multiple choices to find the answer.

3 Devises methods and processes to analyze/evaluate probleRreblems require
deviation from routine or available solutions for resolution.

Notes:Researches the answer using multiple sources.

4 Problems require the development of creative/innovative solutionmcluding new
methods/procedures/approachesk-éwpositions within state government rise to this
level).

Notes: Starts withresearch but then uses experience and knowledge to design a new
innovative solution.
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IT Professional Competency
Descriptions
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ENTRY LEVEL

1 Baseline understanding of principles and theory within area(s) of responsibility
(gained through multiple years of progressive experience, training or formal
education in area of assignment) and is developing depth of knowledge and
practical application.

9 Skilled in the diagnosis, troubleshooting and/or maintenancH ef/stems.

1 New technology (as applicable): Learn to operate and maintain new technology
assist in transitions.

1 Resolves problems requiring analysis and the discernment of the most suitable
solution(s)/processes(s) available. Selects from "in the box"/best practice
models/strategies to resolve problems.

1 Uses skills and abilities to complete routine tasks at the beginning, while growit
toward completing tasks of increasing complexity.

1 Uses baic understanding of the field to perform job duties; may need some
guidance on job duties; applies learning to recommend options to address unu
situations.

1 Recognizes basic knowledge and skills and the ability to apply learning in every
situationsunder direct guidance or supervision.

w Competent to work on several phases of computer operations, but still needs
instruction and guidance for other (more complex) phases.

Skilled in performing one or more of the following activities:
f Completes routine wik assignmentasand L Y RA @A Rdzk £/ 2 y (1 NJ

9 Participates in specialized projects under direction of a hidgnezl I T professional.
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JOURNEY LEVEL

1 Fully competent, professional working knowledge of the principles, concepts
methodology at a proficient level in area(s) of assignment which has been g
by job experience or relevant advanced education.

1 Requires competence to work on the majorttiyassignments independently wit
the exception of the most complex.

1 Work is primarily focused on the modification, development or maintenance |
existing technology.

1 Resolves problems requiring analysis and the discernment of the most suital
solution)/processes(s) available. Selects from "in the box"/best practice
models/strategies to resolve problems.

1 Successfully completes tasks as requested. Help from senior staff may be
required from time to time, but can usually perform the skill independently.

Able to apply and enhance knowledge and s$titboth usual and unusual issuesg
Needs minimal guidance in addressing unusual situations.

Perceives actions needed in relation to obtaining goals.

= =4 4 -

Understands and can discuss the application and implicabbohanges to
processes, policies, and proceduresha assigned area of responsibility.

Successfully completes diverse tasks of the job.

Skilled in performing one or more of the following activitiesApplies new
technology (as applicable).earns taoperate and maintain new technology;
assists in transitions.

1 Formulates routines and standards of practice to complete assigned tasks.
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SENIOR/SPECIALISVEIE

1 Able to apply advanced knowledge of a wide range of principles, concepts and
practices in the assigned area(s) gained through extensive experience and skil
applying this knowledge to complex work assignments.

1 Independently works on all levels of arsegment (including most complex) and
provides guidance to lower level staff on complex issues.

91 Devises methods and processes to analyze/evaluate problems. Problems requ
deviation from routine or available solutions for resolution.

Able to translate conplex nuances to others.

Able to complete complex tasks using advanced knowledge and skill, including
developing new processes and working with internal and external customers al
stakeholders.

Able to improve processes; focus on broader issues.
Able tosee the holistic view of situations in order to complete tasks.

Provides practical/relevant ideas and perspectives on process or practice
improvements that maype easily implemented.

1 Able toemploy maximgi.e. applied theory) for guidance, that adaptttee situation
at hand.

Recognized as a resource to others.

Recognized within the immediate organization as "a person to ask" when difficy
guestions arise regarding this skKill.

Skilled in performing one or more of the following activities:

1 Applies newéchnology (as applicable)ntegrates new technology, sets up and
transitions to new systems and/or deals with the complex issues related to new
technology.

Assists in developing reference and resource materials.

Participates in senior level discussions.
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EXPERT LEVEL

1 Demonstrates mastery of a professional field. Consistently applies strategic
expertise with comprehensive knowledge and understanding of assigned are

1 New technology (as applicablelResearch, recommend and guide the integrati
of new technology.

1 Problems require the development of creative/innovative solutions, including
new methods/procedures/approaches.

Demonstrates knowledge of trends in field.

Takes the lead in developing newopesses to address business needs.
Has an intuitive grasp of situations based on deep, tacit understanding.
Uses analytical approaches in new situations or in case of problems.

| 2Y&ARSNBR GKS a32 (G2¢ LISNBR2Y Xaydby
outside organizations.

= =4 4 -4 -

1 Able to diagram or explain the relevant process elements and issues in relat
organizational issues and trends in sufficient detail during discussions and
presentations, to foster a greater understanding among inteemal external
colleagues and constituents.

1 Understanding of full business process (including anticipation of future need:
strategic direction, impact on internal/external stakeholders and internal
organizations.

Skilled in performing one or more of the flmwing activities:

1 Provides technical consulting and oversight on complex projects.

1 Troubleshoots highly complex technical IT issues with significant levels of ris
the organization and/or highly visible.

1 Creates new applications for and/or lettte development of, and/or approve,
reference and resource materials.
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SUPERVISOR

1 Supervises the datp-day activities opermanent, fulltime equivalent’ T staff within
an assigned area of responsibility.

i Prioritizes and assigns tasks to ensure wsmtkedules and performance targets are|
met.

Ensures work assignments and projects are completed on time.

Follows established procedures and agency standards and provides technical a
to lower level IT staff to help resolve complicated or complegdiias

Communicates with users to identify and resolve issues.

Refers unresolved critical or complex problems to higbkgel management for
resolution.

Skilled in performing one or more of the following activities
1 Leads IT projects in accordance with project plans and budgets.

1 Implements new procedures, standards and techniques.

1 Prepares technical IT recommendations and reports for higgwezl management.

36



IT MANAGER

)l

)l

Skilled in one or more of the following activite

Manages designated IT activitiesolving one or more specialized IT job familie
within an assigned area of responsibility.

l'LILX ASa FyR YIFylF3aSa L¢ NBazdzZNOSa S
Consults and provides expert technical guidance and advice to assigned IT s

Applies new technology, make recommendations and work with IT staff to reg
complex technical IT issues.

Applies project management principles, methods and practices to assigned
projects or initiatives.

Manages team activities such as developing, implementing, testing and
maintaining a large system or project or several smaller systems or projects.

Confers with and advises supervisors and employees on administrative polici
and procedures, technical issues, priorities and methods.

Approves specifications and design requirements for applications and system
Reviews budget allotments and expendts.

Reviews, analyzes and approves IT projects. Prepares, recommends and/or
approves cost estimates.

Conducts analysis and prepares shamgeand longrange plans for assigned
area of responsibility.

Evaluates and approves purchases of hardwsoéware or vendossupplied
services. Monitors vendor performance and ensures completion and complial
of contract requirements.

Conducts annual reviews of assigned services or functions and initiates new
revised IT policies, procedures or methods@eded.

Establishes tactical and operational priorities.
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IT SENIOR MANAGER

1 Provides senior management involvement for IT services, involving multiple IT]
family specialties and integrating new technology.

1 Analyzes practical situations aagplies knowledge of the IT job family discipline
to meet the specialized needs of the organization.

1 Provides the highest level of technical IT expertise and guidanaeyémization
administrators. Communicates using ntacthnical terms to administrators
regarding IT services and functions.

91 Develops, interprets and applies policies and procedures governing the overal
delivery of IT services.

1 Mentors and coaches managers, superkgsand employees in best practices and
standards.

Skilled in one or more of the following activities:

i1 Serves as the most senior technical position and represents the highest level ¢
professional expertise in consulting and advisory work across multiple job fam

1 May serve as a technical advisor to other senievel management positions
acrossth NAI yAT I GA2yQa L¢ 2LISNI GA2yaod

9 Provides overall strategic direction and hightstel technical guidance to assigng
project or other personnelPrepares activity and progress reports.

1 Responsible for developing the vision and designing, deployingmimancing IT
services support for the organization.

1 Makes strategic decisions including implementing initiatives across multiple
divisions or across the agency/higher education institution.

1 Approves large, complex organizatiaimde IT projects involvinguultiple job
families or IT specialty areas.

1 May direct the operation and maintenance of agency/higher education institeti
level system platforms.

i Serves as a technical executive sponsor of large scale IT projects.

1 Manages and monitors IT Servidrgigets.
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IT SENIOR MANAGER

1 Serves as the agency/higher education institution representative for ragéncy
or statewide technology projects.

1 May direct IT Services management teams.

1 Identifies technical IT training gaps and develops skills development plans.
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I'T Job Family Descriptors
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1. APPLICATION DEVELGMNM

Definition

Work that involves the design, documentation, development, modification, testing,
installation, implementation, maintenance and support of new or existing applications
software.

Common Positions
1 Applications Developer
1 Software Developer
1 GIS Developer
1 Mobile App Developer

IT WORKER IT USER

Using software development methods and tools to Ujﬁ;?fﬁ;"ﬁi; (()r:\ggte‘liin
develop applications and databases for staff and/or P g

the public toconsume to perform their daily work te(?[gl)s, excel macros, PowerPoint,

Web Development: Develops useterface (Ul)
design, coding, testgand implementation of Updatesorganizationwebsite
application components and web services; writes rg content, links documents, posts
usable code using industry aomdganizaton standard | pictures, monitors analytics.
development tools and framework.

Design and develop SQL databases systems for lan Createsan Access database to
scale data tracking, reporting and meliser access. | track data specific to them.

Using software development methods and tools to
integrate and support Custoi®ff-the-Shelf (COTS) |! G A f AthE&EK SI2FF
software and services. Coordinates with vendor perform individual tasks and
technical staff on implementing and coordinating | functions to perform work.
systemupgrades and enhancements.

Develop, test, implement and support custom
developed business application or development of
custom features within a COTS system or proprieta
application.

Uses a combination @éeographic Information Systel
(GIS), web programming skills and development tog
to build GIS map and data services that are createg
a web map format. The web maps are combined wi
other web tools that allow the user to dynamically
interact with the nap to search for and display the

Implement and test configurable
functionality in a business
application.

Uses GIS as one of the tools in
their toolbox in order to conduct
the scientific or engineering
investigation.

information.

Develop mockup/prototype interaction designs, Participate as a subject matter
Ay Of dzZRAY 3 dzaSNBQ Ay (S NJI| expertinfunctional and user
architecture, wire frames and screen flows. acceptance testing.
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Application Development- Functional Competencies

Knowledge, Skills and Abilities:

wUnderstandsexistingand emergingechnologies and their applicability the
softwareimplementationenvironment(e.g.,vendoror opensource,ServiceOriented
ArchitecturegSOA)).

wKnowsand considersavailableCOTSoftware(l 2 Y | | 8r o6 WalefdionR
wKnowslinternet standardsrelativeto web technologydevelopment.
wConsidersveb technologyn relationto privacystandardsandfederalregulations.

wldentifies andusestools for information managementand technologyroductdesignand
development.

wADbility to analyzeand refinesystemsrequirements.

wAnalyzes and resolves complex problems, such as multiple product problems, dumyg
analysis or major conflicts caused by new software version.

wApplies expert system analysis skills to maintain, monitor and troubleshoot system
performance ad environment.

Skilled in performing one or more of the following activities:
wDeterminesoveralltechnicaldesignand structure of Internet services.

wldentifies andusesmodelingand simulationapproaches/toolge.g.,dynamics
modeling,costbenefitanalysis, costingprecasting sourcingmodels build or
buy)to makedecisions.

wldentifies criterisandintegratesd 32 @ ¥ 2 02 Yy astageshtdHeirelogmentife
cycle.

wComparedenefitsandlimitations of opensourcesoftwarewith vendordeveloped
software.

wAdoptsand appliesystemsengineeringoerspectivesand processeso software
development.

wEvaluatesoftwarequality and applicabilityn testing softwarecapabilities.

wMonitors softwareconfigurationchanges to anticipate and address thgpactof data
reliability and customessatisfactionissues.
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wTestsdebugsand maintaingetailedinstructions(programs)or computersto
follow and ensuregerformanceof their intendedfunctions.

wConceivesiesignsand testdogicalstructuresfor solvingproblemsby computer.

wEvaluatesurrent collaborativeveb technologies and thieenefits/risksassociated with
them.

wAssessedeliverystrategiesweb technologiespversightand organizationalmplications
for web-baseddevelopment.

wMonitors functionality, securityandintegrity of Internet services.

wTroubleshootsaand resolvesechnicalproblemswith the designanddeliveryof Internet
services.

wTranslatesystemgequirementsinto applicationsprototypes;plansanddesigns
systemsarchitecture; writes,debugsand maintainsode;determinesand
designsapplication architecture.

wDesignsuserinterfaces.

wWorkswith customerdo test applications.
wWritesand maintaingorogramdocumentation.
wDesignaiserinterfaces.

wConducts unit testing on code changes prior to release.

wDevelops and maintains functionality used by software applications, including
change management, security and authentication, application distribution,
disaster recovery planning, support for data @&s, email connections, search
routines, system wide configurations and reports.

wWrites and maintains computer code programs using any one of a number of
languages to fulfill a particular business function.
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2.1T ARCHITECTURE

Definition
Work that involves the analysis, planning, design, implementation, documentation,

assessment, governance and management of the structural and decision making framework
to align IT strategy, plans and systems with the mission, goals, structure and proaesses

the organization.

Common Positions

Chief or Senior Enterprise Architect
Enterprise Architect
IT Architect

1
1
1
9 Solutions Architect

IT WORKER IT USER

1) integrating with other systems, training functions for amrganization
2) securing user interactions with data, and | line of business area.hiE could be in

technology area based on federal, stateand|h F ¥ A OS t NR RdzO( &
organizatiorrequirements. a2F06 NB &adzISNI dz

Designs and develops a solution approacht¢t S NJF 2 N & & a dzLJS NJ dz

3) executing workflow and triggers for a GKS FT2NXY 2F { KI NBI

IT Architecture- Functional Competencies

Knowledge, Skills and Abilities:

wDemonstratesunderstandingof basicarchitecturedocumentation(i.e.,work
product) methodologiesat eachlevelof a commonlyusedframework.

wAble to identifyopportunitiesfor improvingsystemshat support businesprocesses.

wAble to provideguidanceandsupportto customersand stakeholderson the useof
the enterprisesystem.

wADble to applyemergingand evolvingechnologies to current antlture business
needsat the enterprisepperationaland tacticallevels.

wADble to identifyopportunitiesto improveenterpriselevel systemso support
businesgprocessesandutilize emergingtechnologies.

wEnsuresigorousapplicationof information securitylassurancepolicies,
principlesand practicesto all componentsof the enterprisearchitecture.
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IT Architecture- Functional Competencies

wKnowledge okey regulatoryrequirementsand guidanceelatingto enterprise
architecture.

Skilled in performing one or more of the following activities:

wProvidesenterprisearchitecture guidancesupportand coordinatiorto customers
and ITprojectteams.

wDocumentghe enterprisearchitectureinfrastructure,includingthe business
unitsand keyprocessesiysingmodelingtechniques.

wEnsuregechnicalintegrationis achieved across the enterprigg participatingin test
planning,validationand reviews.

wEvaluateghe impactof enterprisearchitectureproductsand serviceon IT
investments pusinesoperations stakeholdersatisfactionand other outcomes.

wDefinesthe policiesand principlesto guidetechnologydecisiondor the enterprise
architecture.

wCoordinatesand conductgovernanceand portfolio managemengctivities
associated with ensuringpmpliancewith the enterprisearchitecture.

wAnalyzesgdesignsandimplementsenterprisewide IT solutions(e.g.,applications,
platforms,security)that align with the2 NB | y A $trlictude, oslSaad
systems.

wldentifies andusesvariouscriteria(e.g.,time, budget,etc.)to determinelT success
and ensuralignment withstakeholderneeds.

wFollowsthe enterprisearchitecture transitiorplanfor movingfrom
baselinebusinessand technologyperating environmentto the target
environment.
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3. IT BUSINESS ANALYSIS

Definition

Work that involves applying analytical processes to the planning, design and
implementation of IT systems to meet the business requirements of customer
organizations. Also includes the warktranslating business needs to technical
requirements. These activities apply to establishing new IT systems as well as improving
existing IT systems.

Common Positions

1 Systems Analyst
1 Business Analyst

IT WORKER IT USER

Elicit business requiremeiftom business
stakeholders and business subject matter experts.
Translate business requirements and function speq As a subject matter expert,

into technical requirements, review functional provides business requirements,
specifications and design documents for technical | approve functional spefications
compliance against business requirementgnitify and design documents, accept
gaps between functional spec and the capabilities ( deliverables for business

the technology, manage small IT business project | applications.

deliverables coordinating IT resources with resour(
managers.

Participates as a business user of
subject matter expert on agency
business projects involving the us
Work with product specialists, usability specialists | of technology to represent the
and interaction designers to develop and iterate us| business needs of the organizatio
interface designs based on research and usability { May have technical knowledge
results. regarding the specific system or
business requirement budbcus of
job is representing the business a
the subject matter expert.

Assist in defining functional interaction requiremen
specifications. Also nefunctional requirements
(performance, availability, etc.).

Surveys applicable technologies and repmn the
strengths and weaknesses of those technologies t¢
address the business process. Makes
recommendations on the technology approach to y
and identifies where new technology customization
are necessary to adapt the technology to the busin
needs of the organization.
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IT Business AnalysisFunctional Competencies

Knowledge, Skills and Abilities:

wAble to identifystakeholders and seleappropriatebusinessanalysis techniques
to managerequirementsand assess thprogressof the work.

wAbleto ensured (i | | S KaethaRiSdeIRidg needsire understoodand captured.

wAble to understand and apply thesabilityengineerindifecycle particularlyusercentered
analysis andisabilitytesting techniques.

wADble to assesgroposedsolutionsto determine the bestsolutionto meetbusiness
needs

wADble toidentify gaps andhortcomingsn solutionsanddeterminenecessary
workaroundsor changes to thesolution.

wAble to workwith stakeholdergo identify andunderstandtheir needs,concernsand
working environment.

Skilled in performing one or more of the following activities:

wldentifiesbusinesseeds refinesand clarifies thalefinition of that need,anddefines a
solutionscopethat can befeasiblyimplementedby the business.

wPrioritizesand progressivelylarifies and validatestakeholderand solutionrequirementsin
orderto enablethe projectteam to implementa solutionthat meets theneedsof the
sponsoringorganizationand stakeholders.

wAnalyzesstakeholdemeedsto define solutions,assesses the currestate of the business
to identify and recommendimprovementsand the verificatiorand validatiorof the
resultingrequirements.

wManages conflictassuesand change orderto ensurethat stakeholdersand theproject
team remainin agreementon the solutionscope how requirementsare communicatedo
stakeholdersand how knowledgegainedby the businessanalystis maintainedfor future
use.

wEnsureghe solutiondeliveredto stakeholdersneets thebusinesseed(s)or which the
projectwasundertakenby planningandfacilitatinguseracceptance testing.

wUsesBusines®rocesModeling(BPM)techniquesfor analyzing théas-is' business
processesnd rulesn scopeand then the'to-be' processes.

wWorkswith the organization'sapprovedSoftwareDevelopmentLife Cycle(SDLC)
methodology(waterfall, iterative, agile, scrum,etc.) that is applied to theproject.

wConverts requirementmto different typesof ‘'models’or 'diagrams'usesUnified
ModelingLanguage (UMLgachof which describesa particularaspectof the
requirements.

wAssessedeployedsolutionsto seehow well they met theoriginalneedsothe sponsoring
organizationcan assess thperformanceand effectivenessf the solution
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4. CUSTOMER SUPPORT

Definition

Work that involves the planning and delivery of customer support services, including
installation, configuration, troubleshooting and customer assistance for customer
technology. For example: desktop computers, phone, laptops, email accountsdaad
conferencing.

Common Positions

1 Technical Support Specialist
1 Customer Support Specialist
1 Help Desk Representative

1 Applications Administration

I'T WORKER IT USER

Provide technical support for business applicatig
using IT tools such as remote desktop, configuri
automated systems to deploy software Provide training and business
updates/installations, troubleshoot application | process support on business
connectivity issues, create and maintain technic{ applications.

documentation ofdesktop management, create 4
organizationstandard PC image.

Initial point of contact for
customers regarding IT issues.
Responsible for triaging (help
tickets/requests) and ksed upon
specific criteria, processes and
procedures, forwards to
appropriate technical expert.

Provides technical advice and guidance relative
problems involving user interface, browser,
hardware and supportingoftware. Troubleshoots
and restores technical service and equipment
troubles by analyzing, identifying and diagnosing
faults and symptoms.

Coordinates efforts with the Help Desk to ensurg
all calls outside the customer environment are
effectively resolved. Similar to experienced Help
Desk professinal, with the added responsibility o
interfacing directly with external customers to th¢
business.

Customer Support Functional Competencies

Knowledge, Skills and Abilities:

wUsesknowledgeof IT principlesin the practicalapplicationof methodsand
practicesto plan,implementand coordinateservicedo diagnoseand resolve
problemsand ensurecontinuousservice.
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Customer Support Functional Competencies

Skilled in performing one or more of the following activities:

wPerformsTier2 or higher(complex)issueresolutionfor incominghelp requests
from end users,includinginstallingand upgradingsoftware,installinghardware,
configuringsystemsandapplications.

wServes as designategbplicationor systemleadfor complexproblemresolutionand
vendorinteractions.

wCreatesstandardPCimagingfor installationon computer workstations.
wResolves applicatiosoftwareissueswithin criticalsystems.

wDevelopanetrics,critical success$actorsand keyindicatorsto monitor and assess results
wEnsuresontinuouscustomersupportand contact with customer.

wProvidegguidanceto, and monitorscustomersupportservicegprovidedby,
paraprofessionaland/or professionaktaff.

wTestsand executedugfixesin applications.
wConsultavith vendorson resolutionsto identified issues.

wEvaluatesinusualcircumstancesgonsideringlifferent approaches; andealingwith
incompleteand conflictingdata.

wPlansthe work and refineshe methodsand techniquesised.
wResearches and evaluatesw customerservicemanagemensystems.

wRecommendgpurchaseof systemswvhereit isdeterminedthey wouldenhancethe
quality and effectivenessf the customersupportprogram.

wOverseesmplementationof new systemsand servicesand developstraining guidegor
customersupportemployees.

wDevelopgerformancemetricsto evaluatethe efficiencyand effectivenessf the
customersupportcenter and to applyesultsin increasingproductivity,
professionalisnandimprovingservicequality.

wlntegrates metricsvithin existingperformancemeasuremensystemsand guias
customersupportsupervisorand managersn their application.

wDevelops resource reference materials for system users (user manuals, online help
pages, tutorial videos and web page content).

wMonitors system environment to identify availability and @ionality issues.

wProvides system outage and status communication to users; escalates according to
established procedures.

wDevelops system release documentation and communication.

wPerforms End User application security access maintenance.
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5. DATAMANAGEMENT

Definition

Work that involves the planning, development, implementation, designing and

administration of IT systems for the acquisition, storage and retrieval of data. This does not

include business users such as research and business analygséhdata systems to

compile data for analysis.

Common Positions

Database Developer

Database Administrator
Business Intelligence Specialist
Data Architect

1
1
1
1
1 Data Warehouse Specialist

IT WORKER IT USER

Take business requirements and design, develg
test, implementorganizationdatabases.
Administerorganizationdatabases to include
schema development, performance tuning and
integration between different business
applications.

Using standard o€ustomOff-the-
Shelf (COTS) or SaaS data query
tools, write data query scripts to
extract business data from the data|
warehouse. Use atloc data query
tools to extract business data from
the data warehouse.

Practices architectural techniques and tools for
achieving consistent access to and delivery of
data across the spectrum of data subject areas
and data structure types in the enterprise, to
meet the data consumption requirements of all
applications and business processes.

Use options presented by the
application to make configuration
changes to useoriented application
behaviors.

Design, test and implement data retrieval
methods (including exports, proprietary reports,
and database views).

Uses MS Access, Excel or other
standard database tool to manage
data.

Interact with applications, through
the user interface to accomplish
business tasks.
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Data Management- Functional Competencies

Knowledge, Skills and Abilities:

wEnsuresigorousapplicationof information security/assurancepolicies,principlesand
practicesin the deliveryof datamanagemenservices.

wEnsureglatarecovery maintenancedataintegrity and spacerequirements are metfor
physicaldatabasethrough formulationsof policies,proceduresandstandardso ensure
effectivedata managemenenterprisewide.

Skilled in performing one or more of the following activities:

wAnalyzesainddefinesdatarequirementsand specifications to desigmormalize develop,
installandimplement databases and data warehouses.

wMaintains, monitorsgconducts performancéuning andbackupand recoveryf databases.
wlnstalls, configureand maintainglatabasemanagemensystemssoftware.
wAnalyzesandplansfor anticipated changem data capacityrequirements.

wDevelopsand administerslatastandardspoliciesand procedures.
wDevelopsandimplementsdatamining anddatawarehousingorograms.

wEvaluatesand providesrecommendation®n new databasetechnologies and architectures.
wConductdatamodelingtechniques and methodologyevelopment.

wConductphystal schemadesignof table spacesrollbacksegmentsand datafiles.

wProvidesapplicationssupport, performancemonitoring, maintainingdatabasebackupand
recoveryenvironment.

wPerformscapacityplanningand reporting,configuresand manageslouddataservicedor data
managemengnd analytics.

wProvidegools anddevelops policies angrocedures forcreatingand maintaininghe data
enterprisemodel.

wProducesentity relationshipdiagramsdataflow diagramsdatabasenormalization
schematajogicalto physicaldatabasemapping,datatable parametersetc.

wSupportsthe maintenanceof metadatainfrastructure.

wCoordinateslatabaseperformancemonitoringand tuning taskecludingthe designof
optimizationandindexingschemes.

wDesign, create, test, perforance tune, maintain and monitor data extract, transform and load
jobs, extract transform load (ETL).

wDesigns and documents ETL data structures, metadata and ETL routines.

wReviews, tests and provides feedback to proposed data models and architectunegétalt TL
requirements.

wCreates, tests and maintains conceptual, logical and physical models for business intellige
wDefines and implements enterprise information management strategy.

wManages and maintains data model repository.

wCreates and maintairBata Definition Language used to create physical data objects.
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6. 1T POLICY AND PLANBRI

Definition

Work that involves a wide range of IT management activities that typically extend and apply
to an entire organization or major components of an organization. This includes strategic
planning, capital planning and investment control, workforce plannindg¢cyahnd standards

development, resource management, knowledge management and auditing.

Common Positions
1 Enterprise Resource Planner
1 IT Policy and Planning Analyst
1 IT Auditor

IT WORKER |

Plans, analyzes and leads strategic business
initiativesand legislative mandates that require th
developmentimplementation and integration of
technology.

Works with service owners and business owners
develop approaches in network design, secure dji
access and data management to ensure operatig
resilience and aailability.

IT USER

Support for executive IT staff in
researching, compiling data and
drafting documents for developing
strategies for the use of available
resources, definindepartmental
needs and priorities, lorgange
planning, and setting goals and
objectives.

Recommend implementing new technology
solution to improve a business system; Provide
recommendations for IT funding priorities based |
organizational goals; Participate in an IT system
audit and provide recommendations for
improvement;Develop and implement a new polig

to mitigate system risks.

Participates as a business user or
subject matter expert on agency

business projects involving the use
of technology to represent the
business needs of the organizatior
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IT Policy and Planning Functional Competencies

Knowledge, Skills and Abilities:

wAble to alignTinvestmentswith the2 NB | y A iniksibri{e2yycapitalplanningand
investmentcontrol, EnterprisePerformancelife Cycle).

wAble to useestablishedanalysispusinescases ad decisiormakingprocesses
to evaluatecapitalinvestmentsin IT and [falternativeinvestments.

wAble to consideprganizationaktrategicand performanceplansto identify
specificrequirementsand capitaplanningprocesseso drive the acquisition
strategy(e.g.,EnterprisePerformancelife Gycle).

w! LILX ASa (y26f SRA&qusition apNEachytd corhpadrargsiead
evaluateacquisitions.

Skilled in performing one or more of the following activities:

wEvaluatesurrent and emergingestpracticesin IT relativell 2 G KS  Ssfrategidld]
plan.

wAcquiresfeedbackirom external organizationand endusers.

wEstablisheand utilizesmethodologieso compare and contrast cogbenefitsand risks.

wAnalyzegost and economidatato assesqualityand communicateneaning toothers.

wEvaluatesieedsand a varietyof potential IT basedsolutions.

wldentifies anddesignssharedsolutionsbetweenorganizationgo leveragetechnology
investments.

wDevelopanetrics,critical succes$actorsand keyindicatorsto monitor and assess
results.

wDevelopssecurityplansto protect the confidentiality integrity and availabilityof the
organization'snformation, information systemsand networksin accordance with
policies,proceduresand control techniques andrganizationandfederal
regulations.
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7.NETWORK AND TELECOMNMCATIONS

Definition

Work that involves the planning, analysis, design, development, testing, configuration,

installation, implementation, integration, maintenance and/or management of networked

systems used for the transmission of information in voice, data and/or video tsrma

Common Positions

1 Network Administrator
Network Analyst
Network Architect
Telecommunications Specialist
Remote Access Administrator

= =4 =4 A

IT WORKER IT USER

Using network engineering methods, works
with consultants and WaTech to design and
support agency LAN/WAINfrastructure.

Performs eneuser acceptance testing
for telecommunication projects.
Demonstrating new products to
customers. Gathering new
requirements for customers.

Using structured language and command lir
interfaces to navigate, evaluate and design
the state network.

Calls vendors to do cabling for
networks and phones. Ordering and
tracking vendor circuits based on
predesigned networkequirements.

Design and represent physical and logical
network topologies within a database.

Managing warranty and maintenance
contracts. Maintain historical records
system support documents and
technical diagrams.

Install and configure physical andtual
network components to implement a networ
design.

Data entry of predesigned network
topologies using predefined network
elements. Maintain historical records
system support documents and
technical diagrams.

Research and evaluation of immerging
network equipment, technologies and trends
for continual realignment and improvement
of state network.

Engineering and designing new

telecommunications systems.
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Network and Telecommunications Functional Competencies

Knowledge, Skills andbilities:
wKnowledgeof capabilitiesand limitations of datatransmission modes and media.
wKnowledgeof datatransmission concept$unctionsand mechanisms.

wAppliesnetwork systemsknowledgeto plan,designanddevelopsystemsand
properlydeploysystemgo supportthe organization.

wUsesnetwork engineeringknowledgein design,operationsand securityactivities.

wSkilled in the acquisitionechnical acceptancenstallation,testing, modification,
or replacementof telecommunications equipmenservicesand systems.

wAble to analyzenissionsplans,organizationstructure,current andplanned
infrastructuresand other relatedfactorsaffecting enterprisenetwork
requirements.

Skilled in performing one or more of the following activities:

wEvaluateshe benrefits andlimitations of commonlyusedlocalwired and
wirelessvoiceanddatacommunicationarchitecturesdevicesand
protocols as well asvide-areavoiceanddataarchitecturesdevicesand
protocols.

wCoordinatesnstallation,maintenancetroubleshooting, andine-tuning of the
LAN and WANhcludingall hardware,software, security telecommunications
and networkingcomponents.

wDevelopsplansand designdor network modificationsand enhancements.
wReviewgproposedapplicationgor compatibilityandinteroperability.

wAnalyzed AN and WANtilization statistics performancemeasuresand
systemprofilesto ensurenetwork effectivenessand robustness.

wldentifiespotential performanceor capacityproblemsand plansfor changes to avert
problems.

wEvaluatesvailable enterpris@etwork systemsncludingperformance,
security,capacity scalability cost andother relevantfactors;recommends
optimal network solutions.

wldentifies and controlall LAN and WAMardwareand softwareconfiguration.

wDevelopgechnicalstandardsand procedures folL AN and WAMNevelopment,
implementationand management.

wEvaluateoverallLAN and WAIerformanceagainst relevanstandards.

wldentifies andmplementsrequiredcorrectiveactions;devisessolutionsto prevent
future interruptions.
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8. T PROJECT MANAGEMEN

Definition

Work that involves the monitoring or management of technology projects using standard
project management techniques. Includes creating projects estimates, reporting, resource

and capacity planning.

Common Positions

1 IT Project Manager
IT Program Manager
IT Project Analyst
IT Program Analyst
Product Manager
IT Release Manager

= =4 4 4 A

IT WORKER
Leads in the development of strategic vision
roadmaps and release plans for technology
projects. Coordinates releases and sprints
across different technology work streams ar
identifies potential technology gaps or
collisions.

IT USER |

Supports IT Project in drafting reports,
communications and other
documentation for Project Manager
approval. Mainains status reports and
ensures timely distribution.

Reports directly to Executive Sponsor/CIO ¢
project deliverables, resources, budget and
overall performance.

Member of a project team participating
as a business subject matter expert.

Manages thavork of technical teams
including project and product backlogs, the
tracking and resolution of impediments,
develops the key metrics required to monito
implementation success and triages issues
team velocity. Work with business and
product owners to rerioritize backlog work
items, and adjustments in scope, schedule a

budgets.

Compiles, monitors and analyzes
budget data for IT Project. Reports
regular status and escalates identified
issues. Coordinates contracts and
purchasing.
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IT ProjectManagement— Functional Competencies

Knowledge, Skills and Abilities:

wAble to empowerndinspireothersto deliversuccessfuthangenitiatives.
wAble to identify,address and resolwdifferencesbetweenindividualsand/or interest
groups.

wAble toidentify and/or developframeworksand methodologieso ensure
managemenbf changeinitiativeswill be comprehensiveand consistenaicross
differentinitiatives.L y (0 KA & O2 y im8aaditheprmiNdtels SodstraifilsaR
rulesestablishedo standadizedelivery.

Skilled in performing one or more of the following activities:

wSelectsdevelopsand manages IT teams.

wSecuresiecessary resourcder changeinitiativesfrom internaland/or external
providers.

wManages contractkor the provisionof goodsand/or servicesto monitor compliance,
and to managevariances.

wPreparesand maintainghange initiative definitionand requirements

wDetermineshe bestmeansof satisfyingrequirementswithin the contextof the
changeh y A (i Aobjéctivedsh@constraints.

wPreparesand maintainscheduledor activities and eventfor changenitiatives,taking
into accountdependenciegnd resourcgequirements.

wDevelopsimplementsand updatesresourceallocationplans(other than for
finance)for changeinitiatives,takinginto account availabilities ansicheduling.

wDevelopshudgetsfor changeinitiatives,control forecastand actual costs against the
budgets.

wldentifiesand monitorsrisks(threatsand opportunities),plansandimplements
responsedo risksand respondso otherissuesaffecting changénitiatives.

wDevelopsmaintainsand appliegjuality managemenprocessegor change
initiative activities andoutputs.

wConsolidatesinddocumentsthe fundamentalcomponents schedulesyesource
requirements, budgets risks,opportunitiesandissuesand quality requirements of
change initiatives.

wlntegrateschangeinitiative outputs intobusiness operationgddresseseadinesof
users,compatibilityof work systemsand the realizatiorof benefits.
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IT ProjectManagement— Functional Competencies

wPlansand controls thdinancesof programsor portfolios and their relatedchange
initiativesas ameansof drivingperformanceand aspartofthne2 NB | y AT I A 2
overallfinancialmanagement.

wPrepares and maintains overall schedules for resource usdaited change initiatives
to avoid bottlenecks and conflicting demands and determines sequences of outcome
to enable efficient realization of benefits.

wEstablishes and maintains governance structures that define clear roles,
responsibilities and accourttdities for governance and delivery of change initiatives
that align with organization practice.

wManages stakeholders, takimgo account their levels of influence and particular
interests.

wEstablishesnd manages reviewat appropriatepoints,duringand after change
initiatives,to inform governanceand provide evaluationsof progress,
methodologiesand continuingelevance.

wEstablisheprotocolsto alter the scopeof changeinitiatives,implementingthe
protocolswhennecessaryandupdatingconfigurationdocumentationincluding
contracts.

wGathersndependentevidenceand validateshangenitiative isachievingts aims.

wPreparesgains approvabf, refinesandupdatesbusinessases thajustify the
initiation and/or continuationof changenitiativesin terms of benefits,costs and risks.
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9.1T SECURITY

Definition

Work that involves ensuring the confidentiality, integrity, and availability of systems,
networks, and data through the planning, analysis, development, implementation,
maintenance and enhancement of information systems security programs, policies,

procedues and tools.

Common Positions

1 Information Systems Security Analyst/Specialist
1 Information Systems Security Officer

1 Network Security Officer

IT WORKER |

Evaluate proposed system changes to
maintain security and data protection
policies.

IT USER

Administrative rights to grant access to
SharePoint, website©utlook groups
listservs.

Responsible for conducting security audit
and implementing corrective actions.

Reset passwords, manage credentials.
Report suspected security compromise.

Developand execute security policies,
plans and procedures; design and
implement data network security
measures; operate Network Intrusion
Detection and Forensics; conduct
performance analysis of Information
Systems security incidents; develop
COOPI/DR plans andpport certification of
Information Systems and Networks.

Program SME assigned to work with IT st
to ensure program requests/requirements
can be developed/designed and
implemented within IT security and data
protection parameters.

Operate and managall aspects of
Information Systems, data availability,
integrity, authentication, confidentiality
and nonrrepudiation. Implement and
monitor security measures for
communication systems, networks, and
provide advice that systems and personni
adhere to estalished security standards
and Governmental requirements for

security on these systems.

t S NJF 2 NV-dza 8 BHzLIS o/ O G /
organizationline of business area. Ensure
data being utilized and shared complies
with security programs, policies,
procedures ad tools.
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IT Security- Functional Competencies

Knowledge, Skills and Abilities:

wADbility to promoteawarenes®f securityissuesamong managemerdand
ensuringsoundsecurityprinciplesare reflectedin 2 NB I y A Visiofisang y & Q
goals.

wSkilled in thedevelopment and implementation of prograrns ensurethat systems,
network anddatausersare awareof, understandand adhere tosystemssecurity
policiesand procedures.

Skilled in performing one or more of the following activities:

wDevelopgoliciesand procedureso ensureinformation systemgeliability and
accessibility and tpreventanddefend againstunauthorizedaccess teystems,
networksanddata.

wConductgiskand vulnerabilityassessmentsf plannedand installedinformation
systemdo identify vulnerabilities risks and protection needs.

wConductssystemssecurityevaluationsaudits and reviews.
wDevelopssystemssecuritycontingencyplansanddisasterrecoveryprocedures.

wParticipatedn network and systemsdesignto ensureimplementationof appropriate
systemssecuritypolicies.

wFacilitateghe gatheringanalysis angbreservationof evidenceusedin the prosecutionof
computer crimes.

wAssessesecurityeventsto determineimpactandimplementingcorrectiveactions
and/or ensures rigorouapplicationof information security/information assurance
policies,principlesand practicesin the deliveryof all ITservices.

wPerforms penetration testing exercises.
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10. SYSTEMS ADMINISTRANI

Definition

Work that involves planning and coordinatitige installation, testing, operation,
troubleshooting and maintenance of hardware, software systems and systems
environment. Includes defining or coordinating common processes or procedures to

support IT operations.

Common Positions

1 Systems Administrator 1
1 Operating System Administrator

i Storage Administrator 1
! Email Administrator |l
1 Enterprise Document ll

Management Administrator

Identity/Access Management
Administrator

Data Center Operations
Print Manager

Batch Scheduler

ITWORKER IT USER

Customizes, configures and extends content
management tools used by web contgmbducers

Develops, publishes and updates
web content using content
publishing tools, templates, and
organizationstandardsandbest
practices for contenpublishing.

Analyze, plan, test and implement application
configuration changes that include system control
data affecting application behaviors, including
behaviors that affect integration with other systems

Participate in testing: as a subject
matter expert, functional testing
and user acceptance testing.

Designs and prototypes application. Create, maintd
and implement source code for application or
program.

Business area point of contact for
any upgrades or changes made a
works with IT technicadxperts to
evaluate potential impacts.

Conduct testing: unit testing of application modules
and their changes, integration testing of interaction
of application modules and changes, as well as tes
the interfaces between systems. Load testargl
Regression tests. Respond to findings of tests
(troubleshooting and repairing bugs).

Provides technical training to end
users.

Develop, prepare and deploy system changes into
technology environments (development, test, pre
production, production).

As aSharePoint site owner,
maintains and administers the
SharePoint site assigned.

Develop system administration automation,
monitoring and event handling to identify and rapid

resolve faults in systems.
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Systems Administratior- Functional Competencies

Knowledge, Skills and Abilities:

wEnsuresnformation security/assuranceolicies principles practicesare an
integralelementof the operating environment.

wADbility to anticipateandforecasthardwarerequirementswhen softwareneedschange.

wSupportsdecisiongdo determinewhenhardwareupgradesare requiredbasedon
emergingsoftwarerequirements.

wEnsuresystemavailability functionality,integrity and efficiencyand maintainsystem
configuration.

wEnsurexustomergeceivecurrent version®f supportedsoftwareas theybecome
available.

Skilled in performing one or more of the following activities:

wEvaluatesselectsandinstallscompilers,assemblers andtilities.
wlntegrateshardwareand software componentswithin the systemsenvironment.

wEvaluaterew systemsengineeringechnologies and their effean the operating
environment.

wMonitors thesystemsenvironmentto ensureeffective performance.
wManageshardwareand softwareobsolescence.

wPlansand scheduleghe installationof new or modified hardware,operatingsystems
andsoftware.

wAddresse®pportunitiesand challengesf implementingtransformational technology
(e.g.,virtualization,cloud computing)nto the Federalenvironment.

wManagesaccountshetwork rightsand access teysemsand equipment.

wlmplementssecurityproceduresand tools to ensureigoroussecuritymeasuresarein
place.

wPlansand scheduleghe installationof new or modified hardwareand operating
systemsand applicationsoftware.

wManages accountsietwork rights,and access teystemsand equipment.

wManagessystemgesourcesncludingperformance capacity availability serviceability
and recoverability.

wDevelopsand documentssystemsadministrationstandardoperatingprocedures.
wResolvehardware/softwae interfaceandinteroperabilityproblems.
wMaintainssystemsconfiguration.

wMonitors and troubleshootsystemsavailability.

wRecoverslatain the eventof hardwareor softwarefailure.
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11.1T VENDOR MANAGEMENT

Definition

Work that manages IT vendors aedsures that all service level agreements (SLAS) or

underpinning contracts for IT services across the organization are delivered according to
specifications. Work also includes working with IT, business units, and contract managers in

identifying and evalating technology services providers that are consistent with the
organizations business strategy and architecture.

Common Positions
1 IT Vendor Manager
1 SLA Manager
1 Vendor Management Analysis

IT WORKER |

Research different technology, assessini
technology for fit within the existing
environment, identifying proper technical
criteria and requirements for selection.

IT USER

Contracts specialist who executes
contracts in support of IT procurement
and purchasing functions for a specialize
area (IT) for amrganizationor an area of
anorganization To include analysis of big
for multi-commodity purchase contracts
and/or procurement of products,
development of specifications and analys
of bids for products and services.

Serves as internal and exterr@ntact
regarding system and service
requirements, coordinates issues across
multiple technology disciplines, and serv
as the domain expert and an information
manager.

Submit standard maintenance and
operations work orders to vendors via
established proedures, participates in
user acceptance testing and/or verifies
completion of work with technical staff.

Develops and leads the implementation |
all vendor management strategic plannin
Oversees contracts, contract
management, procurement, vendor
relationships and asset management for
the IT function. Establishes the standard
procedures and guidelines thdirect all
aspects of IT vendor management,
consistent with procurement and financie

policies and controls.
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IT Vendor Management Functional Competencies

Knowledge, Skills and Abilities:

wEstablishesndformalizevendorrelationshipto createmutuallybeneficial
partnerships.

wBrings about vendgperformanceand client expectations.
wRecognizes, monito@d manages vendaiskto the organization.
wCoordinates and oversees vendefationshipscontracts,performanceand risks.

wBalancegontractualrequirementsagainst expectation® ensureboth
stakeholdersand vendorsvork toward a commorunderstandingdf outcomes.

wPartnersin the evaluationand negotiationof vendorcontracts.
Skilled in performing one or more of the following actives:
wMonitors and maintains vendarontracts and outcomes.

wMeasures and reportgendorprogresson deliverablego seniovexecutivestaff or
projectmanager.

wMediatesdisputesand differencesof opinion.

wlLeveragesetrics,dashboardsand scorecardsextractsdatafrom eachquadrantof
the life cycle, analyzes and uséatato oversee vendor performance.

wEstablishesulesof engagementguidelinesand principlesby which actions cabe
taken.

wEstablisheshe appropriate governancstructuresto drive vendorsto deliverthe
appropriateproductsand servicego the requiredlevelof qualityand riskat the
requiredtime, placeand at the rightprice.

wResponsible fovendorperformance monitorsand mitigatesrendorrisks,and
maintains vendor relatiorfsps.
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12. QUALITY ASSURANCE)(Q

Definition
Work that involves monitoring the software engineering processes and methods used to
ensure quality. QA is a supporting process that has to provide the independent assurance in
which all the work products, activities and processes comply with the predefitens. The
methods by which this is accomplished are varied and may include ensuring conformance to
one or more standards such as ISO 9000 or a model such as CMMI. QA encompasses the
entire software development process, which includes process such asestents

definition, software designcoding source code controtode reviewssoftware

configuration managementesting release managemerand product integration.

Common Positions

T
)l
)l

Application Testing Analyst
Software Quality Assuraaclester
Software Quality Assurance
Specialist

IT Project Quality Assurance
Specialist

Quality Assurance Manager
Quality Assurance Analyst

IT WORKER

= =4 =4 =4

Analyzes business requirements, design documents for
completeness and testability. Develops test plans, test Performs eneluser

scenarios, test casetgst data and test scripts for different | acceptance testing.
types of testing activities.

Testing Analyst (Development Unit
testing); Functional, non
functional, integration,

destructive test automation

Ted Manager

Configuration Manager

Release Manager

Information Assurance
Analyst/Specialist

| IT USER

Develops quality assurance plans by conducting hazard
analyses; identifying critical control points and preventive | Submits work requests
measures; establishing critidahits, monitoring procedures, | for bug fixes or system
corrective actions and verification procedures; monitoring | enhancements.

inventories.

version control.

Manage source code control and stored procedures betwe¢
development lifecycles utilizingam foundation servicelF$
Manages application control through whitelistirgystem
center configuration manageSCCNlpackages, updates and
Partners with test leads and architects to
develop and establish Quality Assurance standanad best
practices.

Provides business user
requirements for new
or enhanced
applications.
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Quality Assurance (QA) Functional Competencies

Knowledge, Skills and Abilities:

wAble to applyariousassurance assessment methgdschas validatiorof security
requirements riskanalysis, threat analysisulnerabilityassessments anstans,
and assurance evidenct) determineif the software/systenbeingassesseds
sufficientlysecurewithin tolerances.

wAble to execute multiple phases of testcluding system, regression and user
acceptance testing

wADble to establistand specifythe requiredor desiredlevelof assurancedor a
specificsoftwareapplication,setof applicationspor softwarereliant system.

Skilled in performing one or more dhe following activities:

wProvidegquality assurancesupportto the development,maintenanceor enhancement
of systemghrough testingproblem reportingand analysis, angarticipationin
systemimplementation.

wAnalyzesystemrequirementsand creates teisdataand testplansto ensurethat
new and revisedsystemaneet the customersneeds.

wWorkswith users,systemanalystsdesignersand programmergo create and
analyze variougequired projectdocuments.

wParticipatesn productionimplementationverificationand validatingsystemquality.

wPlansdocuments evaluatesand tracks testing result® ensuresystemapplications are
free from defects.

wCommunicatesindinteracts with appropriate areasn problems,changes and
enhancementshat may affectdata, workflow and/or functionalitywithin IT software

wComplieswith standardsof the softwaredevelopmentlife cycle andollows
strategies plansand procedureswithin IT software.

wPlansprioritizesall test-related tasks.

wWrites teststrategiesand scripts.

wReviews tesplansagainstbusinesgequirements.

wReviews code

wUses toolsuchasbugtrackingdatabaseor versioningsystems.

wProvidedool anddocumentationsupportfor assurance assessment activities.

wResearches, analyzes and recommbadtpracticesfor assurance assessment method
and techniques.

wMaintains a test documentation library.
wUses automated test tools to assess quality of software.

wUses technical tools (such as SQL Queries, file managers) to create and manage f
data, and analyas test results.
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ONLINEECHNICAL DEFINITEON

Use the link below for clarification on technical terms.

The Gartner Information Techtagy (IT) Glossary may be fouatd
http://www.gartner.com/it-glossary/a Click on the desired letter of the alphalie be
routed to the information you seek.

IT POSITIORVALUATION TOOL ANNICLUSION CRITERERMS

Definitions for the termseloware found in theGlosary of Classification Terms

Complexity of Work
Coordinate

Direct the Work of Others
Independent

Judgment

Lead

= =4 =4 4 A -

Individual Contributor¢ Norrmanagement; does not work as a formal lead or supervisor.
Level of Supervision RequiredRefer to the Glossamyf Classification Terms.

Paramount (principal) Requiremerg The requirement for a job that has chief importance

above other requirements; the skills that are paramount to a given job the prospective
incumbent must have in order to successfully fillthej® 9 EI YLX SY 4a¢KS 220
customer service skills but the paramount requirement of the job (the need the incumbent

is primarily hired for) has to do with their level of knowledge in Information Secdirity.

Problemc A cause of one or more Incidents. (Kueident is defined as an unplanned
interruption or reduction in quality of an IT service) (Source: ITIL).

IT ParaProfessional An IT worker who performsome of the duties of an IT professional
or technician in a supportive role, which usually requéss formal training, education
and/or relevant experience mmally required for professional or technical statdypically
performs operational tasks according to prescribed procedures and under the general
supervision of an IT professional.

Professionak Performs work that requires consistent application of advanced knowledge
usually acquired through a college degree in a recognized field, work experience, or other
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specialized training. Exercises discretion and independent judgment when performing
assigments.

Publicg Citizens, students and/or other neemployee individuals served by a given system.

Public Health, Safety and/or Benefit Delivery SystemState ystems that impact the
health, safety and/or delivery of benefits (distribution of funttsthe public.

Public Impact Includes revenue or payment collection systems/systems that collect funds
(excluding public health, safety or benefit delivery systems).

Single Point of Failure Position with singular responsibility or unique knowledge an
redundancies (no other positions that can perform work).

Standard Analysig Analysis of problems that do not deviate from established
routines/protocols for the given area of assignment.

Subject Matter Expert- A subjectmatter expert (SME) providebe knowledge and
expertise in a specific subject SME has proficiency in his or her subject and guides other
professionals to ensure the content is accurate. The proficiency generally comes from
education and experience. SI@Eome from academic, teclual and vocational fields. They
may work on different types of projects and have slightly different duties, but their role is
essentially to ensure the facts and technical details are correct.
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IT INDUSTRY DESCRINGS OF WORK

This section is designéd give evaluators a sense of what many of the IT terms or fields of
study may entail. It was collected from various industry sources and reviewed byftbe O
of the Chief Information Officer (OCIQ)

Applications Programming Writing of computer programsto perform a specific task or
purpose.

Applications Systems Analysignvolves analyzing, designing and implementing
information systems.

Build/Release EngineeringA subdiscipline in software engineering concerned with the
compilation, assembly andelivery of source code into finished products or other software
components. Associated with the software release life cycle. Modern release engineering is
concerned with several aspects of software production: Identifiability or being able to
identify allof the source, tools, environment and other components that make up a
particular release; reproducibility or the ability to integrate source, third party components,
data and deployment externals of a software system in order to guarantee operational
stahlity; consistency or the mission to provide a stable framework for development,
deployment, audit and accountability for software components; agility or the ongoing
research into what are the repercussions of modern software engineering practices on the
productivity in the software cycle, i.e. continuous integration and push on green initiatives.

Business Intelligence (BI)A set of theories, methodologies, architecturesd technologies

that transform raw data into meaningful and useful information lbmsiness purposes. Bl

can handle enormous amounts of unstructured data to help identify, develop and otherwise
create new opportunities. Bl, in simple words, makes interpreting voluminous data friendly.
GenerallyBlis made up of an increasing number of components. These include
denormalization, tagging and standardization, real time reporting with analytical alert,
interface with unstructured data source, group consolidation, budgeting and rolling
forecast, statistial inference and probabilistic simulation, key performance indicators
optimization, version control and process management, and open item management. Bl
technologies provide historical, current and predictive views of business operations.
Common function®f business intelligence technologies are reporting, online analytical
processing, analytics, data mining, process mining, complex event processing, business
performance management, benchmarking, text mining, predictive analytics and prescriptive
analytics.
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Cloud Computing A model of IT deployment whereby a provider delivers an IT solution as
platform virtualization (Platform as a Service, PaaS); or as an application to customers for
use as a service on demand (Software as a Service, SaaS); or irtfrestiresources
(Infrastructure as a Service, laaS).

Cloud Computing ArchitectureThe planning, design and engineering of enterpleses|
infrastructure and platforms related to cloud computing. Cloud computing is a model of IT
deployment whereby a progier delivers an IT solution as platform virtualization (Platform

as a Service, PaaS); or as an application to customers for use as a service on demand
(Software as a Service, SaaS); or infrastructure/resources (Infrastructure as a Service, laaS).

ComputerNetwork or Data Network- A telecommunications network that allows

computers to exchange data. In computer networks, networked computing devices pass
data to each other along data connections. The connections (network links) between nodes
are established sing either cable media or wireless media. The {@stwn computer

network is the Internet. Network computer devices that originate, route and terminate the
data are called network nodes. Nodes can include hosts such as personal computers,
phones and servs as well as netwaing hardware. Two such devices are said to be
networked together when one device is able to exchange information with the other
device, whether or not they have a direct connection to each other. Computer networks
support applicationsuch as access to the World Wide Web, shared use of application and
storage servers, printers and fax machines, and use of email and instant messaging
applications. Computer networks differ in the physical media used to transmit their signals,
the communiations protocols to organize network traffic, the network's size, topology and
organizational intent.

Computer Programming A process that leads from an original formulation of a computing
problem to executable programs. It involves activities such atyais, understanding, and
generically solving such problems resulting in an algorithm, verification of requirements of
the algorithm including its correctness and its resource consumption, implementation
(commonly referred to as coding) of the algorithmai target programnmg language,

testing, debugging and maintaining the source code, implementation of the build system
and management of derived artifacts such as machine code of computer programs. The
algorithm is often only represented in humgarsableform and reasoned about using

logic. Source code is written in one or more programming languages (such as C, C++, C#,
Java, Python, Smalltalk, JavaScript, etc.). The purpose of programming is to find a sequence
of instructions that will automate performga specific task or solve a given problem. The
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process of programming often requires expertise in many different subjects, including
knowledge of the application domain, specialized algorithms and formal logic.

Computer Securitfalso known as cyber setty or IT security) Information security as

applied to computing devices such as computers and smartphones, as well as computer
networks such as private and public networks, including the Internet as a whole. The field
covers all the processes and menisans by which compar-based equipment, information

and services are protected from unintended or unauthorized access, change or destruction.
Computer security also includes protection from unplanned events and natural disasters.

Configuration Managemen{CM)- A systems engineering process for establishing and
maintaining consistency of a product's performance, functional and physical attributes with
its requirements, design and operational information throughout its life. The CM process is
widely used byrganizations to maage complex information systems, IT service
management and with other domain models.

Data Architecture- Sets data standards for all its data systems as a vision or a model of the
eventual interactions between those data systems.d&atchitecture, in part, describes the
data structures used by a business and its computer applications software. Data
architectures address data in storage and data in motion; descriptions of data stores, data
groups and data items; and mappings of thosga artifacts to déa qualities, applications,
locations etc.

Data Center OperationsWork in supporting a facility used to house computer systems and
associated components, such as telecommunications and storage systems. It generally
includes redundanbr backup power supplies, redundant data communications
connections, environmental controls (e.g., air conditioning, fire suppression) and various
security devices. Large data centers are industrial scale operations.

Data Management The development ath execution of architectures, policies, practices
and procedures that properly manage the full data lifecycle needs of an enterprise.

Data Modeling- Used in software engineering in two related senses: 1) It is a description of
the objects represented by @mputer system together with their properties and
relationships; these are typically "real world" objects such as products, suppliers,
customers, etc. and 2) It means a collection of concepts and rules used in defining data
models (for example the netwkmodel uses recordsets, and fields). Data models are
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often used as an aid to communication between the business people defining the
requirements for a computer system and the technical people defining the design in
response to those requirements. Thase used to show the data needed and created by
business processes. Uses a set of symbols and text to precisely explain a subset of real
information to improve communication within the organization and thereby lead to a more
flexible and stable applicatioenvironment. A data model explicitly determines the

structure of data. Data models are specified in a data modeling notation, which is often
graphical in form. A data model can be sometimes referred to as a data structure, especially
in the context of prgramming languages. Data models are often complemented by

function models, especially in the context of enterprise models.

Data Stewardship Involves the development of processes, policies, guidelines and
responsibilities for administering organizatioesitire data in compliance with business
and/or regulatory obligations. A data steward ensures that there are documented

LINE OSRdzNS& |yR 3JIdzARStAySa F2NJREFGF | 00Saa
from an understanding of the business domairddhe interaction & business processes

with data entities/elements. May share some responsibilities with a data custodian, as well
as work with database/warehouse administrators and other related staff to plan and
execute an enterprisavide data governace, control and compliance policy. Serves as the
primary point of responsibility, accountability and activity for the assessment, improvement
and governance of quality and ongoing fitnéss-purpose of an organization's critical data
assets.

Data Warehowsing- The application of a database for reporting and data analysis. It is the
process of gathering, cleaning and integrating data from various sources, usually frem long
term existing operational systems. A data warehouse maintains a copy of infornfiatian

the source trasaction systems. This architectural complexity provides the opportunity to
congregate data from multiple sources into a single database so a single query engine can
be used to present data. Mitigate the problem of database isolatioal ek contention in
transaction processing systems caused by attempts to run large, long running, analysis
gueries in transaction processing databases. Maintain data history, even if the source
transaction systems do not. Improve data quality, by praxgdionsistent codes and
descriptions, flagging or even fixing bad data. Present the organization's information
consistently. Restructure the data so that it makes sense to the business users. Restructure
the data so that it delivers excellent query perfante, even for complex analytic queries,
without impacting the operational systems.
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Database- A collection of data or information organized for rapid search and retrieval,
especially by a computer. Databases are structured to facilitate storage, refrieval
modification and deletion of data in conjunction with various dptacessing operations. A
database consists of a file or set of files that can be broken down into records, each of
which consists of one or more fields. Fields are the basic units ofstiai@ge. Users

retrieve database information primarily through queries. Using keywords and sorting
commands, users can rapidly search, rearrange, group and select the field in many records
to retrieve or create reports on particular aggregates of dataediag to the rules of the
database management system being used.

Database Administration The whole set of activities performed by a database

administrator (DBA) to ensure that a database is always available as needed. Other closely
related tasks and rek are database security, database monitoring and troubleshooting,

and planning for future growth. Ensuring that only authorized users have access to the
database and fortifying it against any external, unauthorized access. Tweaking any of
several parametes to optimize perfomance, such as server memory allocation, file
fragmentation and disk usage. Enstine database has adequate backup and recovery
procedures in place to recover from any accidental or deliberate loss of data. DBAs are
frequently calledupon to generag reports by writing queries, which are then run against

the database.

Database EngineeringA systematized collection of data that can be accessed immediately
and manipulated by a datprocessing system for a specific purpose.

Database Maagement- Involves defining new data structures for a database; removing
data structures from the database; modifying the structure of existing data; updating the
database, which may include inserting, modifying and deleting data; data retrieval which
incdudes obtainingnformation either for enduser queries and reports or for processing by
applications; registering and monitoring users; enforcing data security; monitoring
performance; maintaining data integrity; dealing with concurrency control; andvesirng
information if the system fails.

Database ProgrammingThe design, implementation, access and maintenance of complex
data. Includes maintenance of database dictionaries, overall monitoring of standards and
procedures, and integration of systemgadligh database design.
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Enterprise Architecture (EA)A welldefined practice for conducting enterprise analysis,
design, planning and implementation, using a holistic approach at all times, for the
successful development and execution of strategy. Eniseparchitecture applies
architecture principles and practices to guide organizations through the business,
information, process and technology changes necessary to execute their strategies.

Enterprise Process ArchitectureEnterprisewide data/informaton architecture, which
maps to the enterprise architecture and balances the need for access against security and
performance requirements.

Geographic Information System (GIS) computer system designed to capture, store,
manipulate, analyze, manage ancepent all types of geographical data.

GIS Data ArchitectureThe development and implementation of geographic information
system GIS solutions and standards.

GIS Software Developmentinvolves the design development, coding, testing and
debugging of new GIS software or significant enhancements to existing software.

Groupware Analysis The assessment, support and maintenance of software that

integrates work on a single project bgv&ral concurrent users at separated workstations. It

is software that can be used by a group of people who are working on the same information
but may be distributed in space software, software package, written programs or
procedures or rules and asso@dtdocumentation pertaining to the operation of a

computer system that are stored read/write memory.

Hardware Design Engineerin@he research, design, development and testing of computer
hardware.

Information Systems Administration and Planninrgd term commonly used to refer to the
study of how individuals, groups and organizations evaluate, design, implement, manage
and utilize systems to generate information to improve efficiency and effectiveness of
decision making, including systems termed decisupport systems, expert systems and
executive information systems. It is concerned with making the planning procelds for
investments and decisiemaking a quicker, more flexible and more thoroughly aligned
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process. IT planning has become an overaghliscipline within the Strategic Planning
domain in which enterprise architecture is one of several capabilities.

Information Systems Auditing An examination of the management controls withinldn
infrastructure. The evaluation of obtained evidenceatenines if the information systas

are safeguarding assets, maintaining data integrity and operating effectively to achieve the
organization's goals or objectives.

Information Technology T Maintenancec The preventative, diagnostic, updating,
replacementand repair procedures performea information technology systems as
assigned.

Information Technology ArchitectureThe process of development of methodical

information technology specifications, models and guidelines, using a variety of Information
Techrology notations, for example UML, within a coherent Information Technology
architecture framework, following formal and informal Information Technology solution,
enterprise and infrastructure architecture processes. It is the practice for conducting
enterpriseanalysis, design, planning and implementation, using a holistic approach at all
times, for the successful development and execution of strategy.

Information Technology Infrastructure DevelopmeRriConsists of the design, acquisition
and/or deployment of guipment, systems, software and services used in common across
an organization, regardless of mission/program/project. IT Infrastructure also serves as the
foundation upon which mission/program/projesipecific systems and capabilities are built.

Infrastructure Development Work involving the physical hardware used to interconnect
computers and users. Infrastructure includes transmission media that refers to telephone
lines, cable television lines, and satellites and antennas, and the routers, aggregators
repeaters, and other devices that control transmission paths. Infrastructure also includes
the software used to send, receive, and manage the sigratsmitted including telephone
lines, cable television lines, and satellites and antennas, antbtiters, aggregators,
repeatersand other devices that control transmission paths. Infrastructure also includes the
software used to end, receiveand manage the signals transmitted.

Internet Engineering A discipline where individuals "build" the Internein& the Internet
represents a decentralized network of computers and servers, where an engineer works
and in what capacity depends on the demands of the Internet, which can change rapidly as
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technology and user interest change. Work includes the developmiprotocol standards

for communications, while at the same time working on a more local level to enact
technologies and protocols on particular hardware configurations. Engineers work to build
hardware structures to make sure the Internet functionsaadecentralized network where
people can communicate at any time. This requires planning and laying out physical Internet
connections that serve as the "backbone" of the Internet. This also requires maintaining
local network servers, planning wireless netk hotspots and designing higiolume data
centers.

IT Asset Administration or IT Asset Management (ITAMhe set of business practices that
join financial, contractual and inventory functions to support life cycle management and
strategic decision mag for the IT environment. Assets include all elements of software
and hardware that are found in the business environment.

IT Inventory Management An important part of an organization's strategy. It usually

involves gathering detailed hardware and sadire inventory information that is used to

make decisions about hardware and software purchases and redistribution. IT inventory
management helps organizations manage their systems more effectively and saves time and
money by avoiding unnecessary assetghases and promoting the harvesting of existing
resources. Organizations that develop and maintain an effective IT inventory management
program further minimize the incremental risks and related costs of advancing IT portfolio
infrastructure projects basedn old, incomplete and/or less accurate information.

IT Change Management Analysi$he process of planning for an IT investment. This
typically includes a detailed review of the cost, benefits, and training impacts of new
automation. Most technology irestments take several years to return value to an
organization. This time frame is known as a return on investment (ROI) calculation.
Technology change management uses ROI algorithms to determine the benefits of new
technology.

IT Quality Assurance (QA)he processes and procedures that systematically monitor
different aspects of a service, process or facility to detect, correct and ensure that quality
standards are being met. QA is applied to software to verify that features and functionality
meet busness objectives and that code is relatively bug free. QA refers to administrative
and procedural activities implemented in a quality system so that requirements, service or
activity standards will be met. It is the systematic measurement, comparison with a
standard, monitoring of processes and an associated feedback loop that confers error
prevention.
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IT Service Performance Managemem concept employed within the discipline Iaf

service management. In practice, it generally reterthe monitoring andneasurement of
relevant performance metrics to assess the performance of IT resources. It can be used in
both a business or IT Management context, and an IT Operations context. Companies who
offer IT performance management tools include Xangati, TeamQiidt, CA, BMC,

Sightline Systems, SevOne and HP Software Division.

IT Systems Programmingl'he development and management of programs (codes) that are
a part of an operating system.

Middleware - The software, tools and technologies which sitthe-middle", between two

or more systems used by Middleware analysts; the purpose being to enable two systems to
communicate and share information. Middleware analysts are computer software
engineers with a specialization in products thahoect two different conputer systems
together.

Middleware Architecture- Can be described as "software glue". Middleware makes it
easier for software developers to perform communication and input/output, so they can
focus on the specific purpose of their application. It is catepsoftware that provides
services to software applications beyond those available from the operating system.

Mobile Application Development The process by which application software is developed
for low-power handheld devices, such as personal digissistants, enterprise digital
assistants or mobile devices.

Network Administration- Keeping track of resources in the network and how they are
assigned. It includes all the "housekeeping" that is necessary to keep the network under
control. Design, irtallation and evaluation of the network; execution and administration of
regular backups; creation of precise technical documentation, such as network diagrams,
network cabling documents, etc.; provision for precise authenticatioactmess network
resour@s; provision for troubleshooting assistance; administration of network security,
including intrusion detection.

Network Architecture- The design of a communications network. It is a framework for the
specification of a network’s physical components #imeir functional organization and
configuration, its operational principles and procedures, as well as data formats used in its
operation.
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Network Engineering The field concerned with internetworking service requirements for
switched telephone networks,omputer networks, or developing telecommunication
network topologies and developing the required hardware and software.

Network Operations- Activities typically performed in a Network Operations Center (NOC).
NOCs are implemented by organizations that oversee complex networking environments
that require high availability. NOC personnel are responsible for monitoring one or many
networks forcertain conditions that may require special attention to avoid degraded
service. Organizains may operate more than one NOC, either to manage different
networks or to provide geographic redundancy in the event of one site becoming
unavailable. In additio to monitoring internal and external networks of related
infrastructure, NOCs can monitor social networks to get a kFstadt on disruptive events.

Network Planning AnalysisPlanning for future acquisitions and technologies, analysis and
development ofresource utilization profiles, determining growth trends, making projections
on future growth and calculating computer system capacity necessary to support
anticipated growth.

Operating Systems ProgrammingdJses a collection of software that manages cotepu
hardware resources and provides common services for computer programs. The operating
system is an essential component of the system software in a computer system. Application
programs usually require an operating system to function. The primary dissimgg
characteristic of systems programming when compared to application programmingt is t
application programming aims to produce software which provides services to the user,
whereas systems programming aims to produce software which provides setuitiee
computer hardware (e.g. disk defragmenter). It requires a greater degree of hardware
awareness.

Outsourcing Technical Managementn an outsourcing environment, works with service
providers to ensure the scope technical solutions are consistevith the enterprise's

business strategy and architecture. Works closely with business unit performance managers
and quality assurance staff to review service provider problems, to analyze and validate the
accuracy of information and the feasibility aflgtions. May troubleshoot performance

issues and resolve problems with service provideralerstands the value of technology in

the enterprise's business processes, works with service providers to identify opportunities
for innovation, cost reduction andnproved efficiencies and reviews service provider
solutions. In addition, this role provides input into thescope technical architecture for
outsourcing projects.
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Process Change ManagemerProvides a clearly defined procedure to submit, review,
approve and schedule requests for needed outages. The focus of this process is ensuring
that changes to the IT environment are carefully considered and reviewed to minimize the
impacton usersand existing services. This process also provides a mechanism for
communicating, scheduling, and coordinating changes. Can also be technology change
management that is the process of planning for an IT investment. This typically includes a
detailed review of the cost, benefits and training impacts of new automation #®r th
organizaion.

Product Engineering Usually entails activity dealing with issues of cost, quality,
performance, reliability, serviceability and user features. These product characteristics are
generally all sought in the attempt to make the resulting product attractive to its intended
market. It includes design, development atrdnsitioning to product. The term

encompasses developing the concept and the design and development of software
components.

Quality Engineering Integrates methods and tools from Enterprise architecture
management softwareproduct management, IT service management, software
engineering and systems engineering, and from software quality management and
information security management. This means that quality engineering goes beyond the
classic disciplines of softweengineering, information security marergent or software
product management since it integrates management issues (such as business and IT
strategy, risk management, business process views, knowledge and information
management, operative performance magament), design considerations (including the
software development process, requirements analysis, software testing) and operative
considerations (such as configuration, monitoring, IT service management).

SEA Middleware A systems engineering and softieaused in the Defense, Transport and
Aerospace markets and covers sensors, communications andrtégrity systems.
Middleware are software, tools and technologies used by Middleware analysts and sit "in
the-middle", between two or more systems; the puose being to enable two systems to
communicate and share information.

Social Networking; Information technology involves communication tools that typically
handle the capturing, storing and presentation of communication, usually written, but
increasing} including audio and video as welltdractive tools handle mediated

interactions between a pair or group of users. They focus on establishing and maintaining a
connection among users, facilitating the mechanics of conversation and talk by the use of
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sodal software. By this, we mean software that makes collaborative behavior, the
organization and molding of communities, seXpression, social interaction and feedback
possible for individuals. Another important element of existing definition of socibdiace
isit allows structured mediation of opinion between people, in a centralized or self
regulating manner.

Software Architecture- A term that can be defined as the set of structures needed to
reason about the software system, which comprises thévwgnfe elements, the relations
between them and the properties of both elements and relations. The term software
architecture also denotes the set of practices used to select, define or design software
architecture and often denotes the documentation ofys®m's "software architecture".
Documenting software architecture facilitates communication between stakeholders,
captures early decisions about the hilglvel design and allows reuse of design components
between projects.

Software Development The computer programming, documenting and testing involved in
creating and maintaining applications and frameworks involved in a software release life
cycle and resulting in a software product. The term refers to a process of writing and
maintaining thesource code, but in a broader sense of tiken, it includes all that is

involved between the conception of the desired software through to the final manifestation
of the software, ideally in a planned and structured process. Therefore, software
development may include research, new development, prototyping, modification, reuse, re
engineering, maintenance, or any other activities that result in software products.

Software Engineering The study and application of engineering to the design,
development ad maintenance of software.

Storage Management AdministrationEncompasses the technologies and processes
organizations use to maximize or improve the performance of their data storage resources.
It's a broad category that includes virtualization, region, mirroring, security,

compression, traffic analysis, process automation, storage provisioning and related
techniques.

Strategic Information Technology Consultind\ specialized field focusing on advising
business partners on how best to use infotina technology to meet their business
objectives.
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Systems Administration The activities performed by a system administrator (or "admin”,
"sysadmin”, "site admin™) such as monitoring security configuration, managing allocation of
user names and passwordsonitoring disk space and other resource use, performing

backups and setting up new hardware and software.

Systems AnalysisThe study of sets of interacting entities, including computer systems
analysis. According to the MerriaWWebster dictionary, sstems analysis is "the process of
studying a procedure or business in order to identify its goals and purposes and create
systems and procedures that will achieve them in an efficient way". Analysis and synthesis,
as scientific methods, always go hand and; they complement one another. Every

synthesis is built upon the results of a preceding analysis and every analysis requires a
subsequent synthesis in order to verify and correct its results.

Systems Architecture The establishment and implementatiaf standards and guidelines
that guide the design of technology solutions including architecting and implementing
solutions requiring integration of multiple platforms, operating systems and applications
across the enterprise.

Systems Developmentincludes the initial conception, requirements definition, outline
design, detailed design, programming, testing, implementation, maintenande
modification; sometimes includes additional activities such as manual procedures design
and staff training.

SystemsEngineering The process by which information systems are designed, developed,
testedand maintained.

Technical Business Process Analydis/olves the formulating and defining of a systems
scope and objectives through research and fiaoding, develog or modifies moderately
complex information systems. Work includes analysis of business and user needs,
documenting requirementand revising existing system logic difficulties as necessary.

Technical Business Systems Analysifie development of a conaper-based information

system includes a systems analysis phase that produces or enhances the data model which
itself is a precursor to creating or enhancing a database. There are a number of different
approaches to system analysis. When a compbtesed nformation system is developed,
systens analysis would constitute the following steps: 1) The development of a feasibility
study, involving determining whether a project is economically, socially, technologically and
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organizationally feasible. 2) Condugdifactfinding measures, designed to ascertain the
requirements of the system's engsers. These typically span interviews, questionnaires, or
visual observations of work on the existing system. 3) Gauging how thassrd would
operate the systenwhat the system would be used for and so on.

Technical Project ManagementiT project management is the process of planning,
organizing and delineating responsibility for the completion of organizations' spcific

goals. Technical project management involireaging the mster schedule and designing,
collecting, analyzing metrics, and conducting trend analysis. Work includes assessing policy
needs and developing policies for the software lifecycle management process, and software
development strategies; asell as, establishing testing proaaes and selecting new
hardwareand software to be tested for the purpose of enhancing technology access,
software compatibility and effectiveness.

Telecommunication AnalysisThe science of assessing, planning and designing the

networks and technology of sending and receiving information such as sound, visual images,
or computer data over long distances through the use of electrical, radio, or light signals,
using electronidevices to encode the information as signals and to decode the signals as
information.

Telecommunications EngineeringAn engineering discipline that brings together electrical
engineering with computer science to enhance telecommunication systemsvaitke
ranges from basic circuit design to strategic mass developments.

Web Administration- The back end of Web development. Administrators keep the Web
servers up and running, make sure the hosting continues to work; the servers are secure
and keep traclof the logs. Typically includes the selection, installation, configuration and
administration of core Web site software (Web servers, FTP servers, media servers, load
balancers, DNS, etc.), tools and services (monitoring, log management, performance
managenent, security scanning, deployment management, configuration management,
disaster recovery, traffic analysis) and writing programs for automation where needed.

Web Application Development The process and practice of developing web applications.

A web gplication or web app is any application software that runs in a web browser or is
created in a browsesupported programming language (such as the combination of
JavaScript, HTML and CSS) and relies on a common web browser to render the application.
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Web Content Management The process of researching, writing, gathering, organizing and
editing information for publication on web sites. Web site content may consist of prose,
graphics, pictures, recordings, movies or other digital assets that could bé&disttiby a
hypertext transfer protocol server and viewed &yveb browser.

Web Design The planning and creation of websites. This includes the information
architecture, user interface, site structure, navigation, layout, colors, fonts and imagery. All
of these are combined with the principles of design to create a website that meets the
strategic needs of the organization.

Web Software Development The programming, documenting and testing involved in
creating and maintaining web applications and framoeks involved in a software release

life cycle and resulting in a web software product. The term refers to a process of writing
and maintaining the source code, but in a broader sense of the term it includes all that is
involved between the conception difie desired software through to the final manifestation
of the software, ideally in a planned and structured process. Therefore, software
development may include research, new development, prototyping, modification, reuse, re
engineering, maintenance, ong other activities that result in software products.

Webmaster- Accountable for the design, upgrading, enhancement, maintenance,
availability and effectiveness of technical functionality and content for one or more Web
sites of the enterprise. Coordinatehe publishing of Web site content, user interface,
look/feel and level of specificity to suit a wide range of needs. Responsible for working
closely with marketing and systems teams to coordinate content, developifgping site
structure and updatesPrimary focus is generally on gathering requirements thitecto
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updates and site upgrades to enhance site hits/visits.
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Supervisory vs. Managerial Tasks
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below is a matrix with a brief explanation of the differences.

Task

Supervisor

Manager

Planning 1 Short term (less than one year) |1 Long term (typically greater than on
1 Planning work flow, staffing and year)
service delivery i Strategic, makes senior manageme
1 Establishing staff schedules level decisions or recommendations
1 Day to day operations and that significantly influence important
assignment of work organization level polies or
programs
1 Identifying assets, resources and
people needed in the future
Organizing | 1 Task assignment 1 Determining outcomes and resourcg
1 Daily work coordination needed to achievéongterm goals,
1 Close to the work and the people, while aligning and allocating them i
may be considered a working a constructive way
supervisor 1 Removed from dayo-day operations
Leading 1 Training and development 1 Setting goals and directions
1 Evaluating performance 1 Making surgpeople know what to do
9 Taking corrective action and how to do it
1 Make recommendations to higher| 1 Defining why the organization exists
level management 9 The higher a manager is in an
1 Provide guidance and approve organization, the more involvement
deviation from established the position has in defining the
guidelines, policies, procedures, mission and purpose at a strategic
and work methods level
1 Provide information to senior 1 Encouraging and influencing people
managers and feedback on toaR2LJi GKS 2NBI Y/
workload impacts, time lines, and |  Participates in the grievance proces
business needs or effectively recommend solutions
Controlling | 1 Checking and correcting work 1 Reviewing results compared to the
1 Monitoring dayto-day operations business plan and mission
9 Ensures use of established 1 Initiates and participates in correctiv
guidelines, policies, procedures, and/or formal disciplinary action to
and work method improve performance
1 Coaching, mentoring and initial

corrective action steps
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IT Manager Quick Reference Guide

Factor

IT Manager

Senior IT Manager

General Factors

Positions responsible for
designated IT activities
within an assigned area
involving one or more
specialized IT Job families.

Performs a combination of

staff supervision and

management functions

including delegated

authority to:

1 Develop goals and
objectives

1 Develop timetables and
work plans to achieve
targeted goals and
objectives

91 Control allocation of
resources

1 Adjust budget

allotments and authorize

expenditures

Set and adjust priorities

Evaluate unit

effectiveness

1 Supervise assigned staf|

= =

Senior IT manager position
responsible for directing a
broad scope IT functions, IT
specialty areas or activities
within an organization.

Duties include managing IT
services across multiple IT
functions and/or job families
or across an entire IT
Services organization.

Positions have delegated
authority to perform such
functions as:

1 Planning and setting IT
organization direction
and resource
management.

1 Serving as technical
executive sponsors for
medium to large IT
projects.

1 Approving large,
complex organization
wide IT projects
involving multiple job
families or IT specialty
areas.

1 Conducting capacity
planning

1 Making technical
recommendations to
executive management
to address changes in
technology o IT services
for an IT organization.

1 Speaking on behalf of
and make binding
decisions for the
organization.
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Factor

IT Manager

Senior IT Manager

1 Managing and
monitoring IT Services
budgets.

Exclusions

Manager positions not
requiring professional
technical competence in an
IT job family.

Senior managers who
manage nortechnical
functions within an IT
services department such &
HR, budget or procurement

Manager positions serving
as nontechnical sponsors o
IT Project teams.

Position Scope Job Focus

Management focus primaril
involves tactical issues with
an appropriate
consideration of the
strategic implications of
decisions.

Manages operations of
assigned IT systems, servig
or functions. Requires
technical detail and use of |
profession based knowledg
and skills.

Management faus primarily
involves long term and
strategic planning with
appropriate level of tactical
involvement.

Senior manager responsiblé
for IT services across
multiple job families or
functions for an
organization.

Level of Work

Provides management
oversigh of operations
within an assigned area of
responsibility. Typically
assigned to manage a singl
designated specialty area
such as IT Network Service

Conducts workforce analys
and prepares shortand
longrange plans (typically-1
3 years) for assigmkarea of
responsibility. Establishes
tactical and operational
priorities.

Provides senior
management of IT services
involving extensive
executive management
involvement. Provides
overall grategic direction
and highestlevel technical
guidance to IT staff to
resolve critical issues.
Prepares decision package

Responsible for developing
the vision and designing,
deploying and enhancing IT
services support for the
organization.
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Factor

IT Manager

Senior IT Manager

Work generally extends
beyond dayto-day
operations and more
towards influencing long
range outcomes.

Provides expert technical
guidance and advice to IT
specialists and other unit
personnel, and approves or
makes recommendations tg
staff to resolve issues.

Prepares budget
information and biennial
budget requests. Reviews
budget allotments and
expenditues.

Conducts annual reviews of
assigned services or
functionsand initiates new
or revised IT policies,
procedures or methods as
needed.

Makes stategic decisions
including implementing
initiatives across multiple
divisions or across the
agency/higher education
institution.

Provides the highest level 0
technical IT expertise to
manage a broad scope of I
functions, services or
activities. Provids
management oversight to
multiple IT services or
functional areas and
functional teams support
agencylevel applications
and services. Prepares
activity and progress
reports.

Effect of Work

Work affects the
development and
implementation of IT
servi@s or functions for a
business area, division,
region, or academic college

Work directly affects the
technical work performed
by IT staff in the assigned
area of responsibility.

Work affects IT services or
functions across the
agency/higher education
institution including most, if
not all, business operations
or academic areas.

Work often involves
conducting capacity
planning and making
technical recommendations
to executive nanagement to
address changes in
technology or ITexvices for
an IT organization.
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Factor

IT Manager

Senior IT Manager

Authority Exercised

Authority to prioritize and
manage operations and all
technical IT issues within ar
assigned area of
responsibility. Decisions are
influenced by work
priorities, balancing of work
requirements and
organizational influences
influence decisions.

Authority to approve
purchases within
established limits for
services or equipment.

Designated authority for
planning, setting IT
organization direction and
resource management.

Approves large, complex
organizationwide IT
projects involving multiple
job families or IT specialty
areas.

Designated authority to
speak on behalf of and mak
binding decision(s) for the I
Services organization.

Manages and monitrs IT
Services budgets.

Level of Contacts

Works primarily with
employees and managers i
the assigned area of
responsibility such as:

1 Departments or field
offices
Divisions/Regions
Other IT units at the
same location

T
T

Consults with internal
employees and managers,
and external clients or the
public. Maintains working
relationships with outside
vendors and contractors.

Serves on IT Services proje
and management teams.

Works primarily with senior
managers or administrators
including internal executive
management.

Serves as the agency/highe
education institution
representative for mult
agency or statewide
technology projects.

Serves as a technical
executive sponsaior
medium to large IT projects

Directs IT Services
management teams.
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Factor

IT Manager

Senior IT Manager

Purpose of Contacts

Plans, coordinates and
manages work efforts. Ofte
consults and makes
decisions concerning
complex or unresolved
technical IT issues effecting
unit-level operations.

Works primarily through
supervisors/leads to resolve
technical issues; implement
policies and procedures, an
establish work methods anc

priorities.

Provides and makes
strategic level
recommendations and
decisions on organizatien
level IT services and/or
operations.

Provides technical expertise
advice and counsel to
executive management
regarding IT technology
matters.
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Demonstrated Proficiency LevelsIT ProfessiondCompetency Based Descriptions

Supervisor

1 Supervises the datp-day activities of assigned staff within an assigned area of
responsibility.

Prioritizes and assigrasks to ensure work schedules and performance targets are m
Ensures work assignments and projects are completed on time.

Follows established procedures and agency standards and provides technical advic
lower level IT staff to help resolve complied or complex IT issues

Communicates with users to identify and resolve issues.

Refers unresolved critical or complex problems to higkgel management for
resolution.

Skilled in performing one or more of the following activities:

1 Leads IT projects accordance with project plans and budgets.

1 Implements new procedures, standards and techniques.

1 Prepares technical IT recommendations and reports for higgweal management.
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IT Manager

)l

Skilled in one or more of the following activities:

Manages designated IT activities involving one or nspecialized IT job families within
an assigned area of responsibility.

'L ASa FyR YIryl3Sa L¢ NBazdz2NOSa STFS
Consults and provides expert technical guidance and advice to assigned IT staff.

Applies new technology, ake recommendations and work with IT staff to resolve
complex technical IT issues.

Applies project management principles, methods and practices to assigned projects
initiatives.

)l

Manages team activities such as developing, implementing, testing, and maintaining
large system or project or several smaller systems or projects.

Confers with and advises supervisors and employees on administrative policies and
procedures, technical ssies, priorities and methods.

Approves specifications and design requirements for applications and systems.
Reviews budget allotments and expenditures.

Reviews, analyzes and approves IT projects. Prepares, recommends and/or approv
estimates.

Caonducts analysis and prepares shanhd longrange plans for assigned area of
responsibility.

Evaluates and approves purchases of hardware, software or vesugiplied services.
Monitors vendor performance and ensures completion and compliance of contract
requirements.

Conducts annual reviews of assigned services or functions and initiates new or revig
policies, procedures or methods as needed.

Establishes tactical and operational priorities.

94



IT Senior Manager

)l

Skilled in one or more of the following activities:

Provides senior managemeimvolvement for IT services, involving multiple IT job famil
specialties and integrating new technology.

Analyzes practical situations and applies knowledge of the IT job family disciplines to
the specialized needs of the organization.

Provides the lghest level of technical IT expertise and guidance to agency administral
Communicates using netechnical terms to administrators regarding IT services and
functions.

Develops, interprets and applies policies and procedures governing the ovenadirgdedf
IT services.

Mentors and coaches managers, supervisors and employees in best practices and
standards.

)l

Serves as the most senior technical position and represents the highest level of
professionakxpertise in consulting and advisory work across multiple job families.

May serve as a technical advisor to other senior level management positions across
2NBIFYATFGA2YyQa L¢ 2LISNIGAZ2YAEAD

Provides overall strategic direction and hightestel technicagjuidance to assigned
project or other personnel. Prepares activity and progress reports.

Responsible for developing the vision and designing, deploying and enhancing IT sel
support for the organization.

Makes strategic decisions including implertieg initiatives across multiple divisions or
across the agency/higher education institution.

Approves large, complex organizatiamde IT projects involving multiple job families or
specialty areas.

May direct the operation and maintenance ajency/higher education institutictevel
system platforms.

Serves as a technical executive sponsor of large scale IT projects.
Manages and monitors IT Services budgets.

Serves as the agency/higher education institution representative for ragéncy or
statewide technology projects.

May direct IT Services management teams.

Identifies technical IT training gaps and develops skills development plans.
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